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Editorial 

Child Abuse in the Punjab: Myth and Reality 

In Pakistan, the Juvenile Justice System Ordinance (JJSO) was enacted in 2000 

while child protection legislations are also enacted recently at provincial level. 

The NGOs and UN agencies have been active in this field for the past fifteen to 

twenty years. They have been providing training for capacity building, 

conducting awareness sessions and organizing seminars for sensitizing the 

stakeholders on child rights, child protection and child abuse issues. Media 

campaigns have also been launched on a massive scale. However, one of the 

most terrible incidents of child sexual abuse took place in such a province, 

Punjab, which is the largest in terms of population and resources. The literacy 

rate is higher in the Punjab than the other provinces. 

This is not the first time that such a sad and horrible incident of child abuse 

took place in the Punjab. First, it was Javed Iqbal Mughal (Murki) in 1999 with 

100 child sexual abuses and their strangulation, and now it is an organized 

gang with more than 250 child molestations and sexual abuse in district Kasur. 

The question arises: Whether it is the media openness that such incidents are 

being reported from the Punjab or apparently the human rights violations like 

police torture, woman and child abuse are more prevalent in the Punjab which 

is relatively more tolerant and educated society as compared to Khyber 

Pakhtunkhwa, Balochistan and Sindh?  

The Punjab LEAs are not faced with terrorism, extortion, kidnapping and the 

likes serious crimes that happen in Karachi, Khyber Pakhtunkhwa and 

Balochistan. KP and Karachi LEAs can argue that as they pay more attention 

to terrorism and radicalism, so that they cannot focus on ordinary crimes. For 

example, more than 500 cases of kidnapping for ransom and more than 500 

cases of extortion were registered only in KP in the last five years. Likewise, 

more than 2000 cases of terrorism occurred in KP that took the lives of almost 

3000 people in the last five years including police, FC, army and civilian 

population (Official statistics from Central Police Office, Khyber 

Pakhtunkhwa, Peshawar) . But why the Punjab? The Punjab LEAs are not 

faced with the similar kind of serious problems which are being faced by KP, 

Balochistan and Karachi.  



 
 
 
 
 
 

ii 

The incidents point to some grave myths and realities in Pakistan. Many jokes 

and sarcasms are prevalent in Pakistan regarding the people of KP and 

Balochistan. The myth is, Child abuse happen more in KP and Balochsitan. 

The reality, on the other hand, is that Javed Iqbal Murki with 100 child abuse 

and strangulation and Kasur incident with more than 250 child sexual abuse 

and molestation took place in the Punjab.  

We are not making an assessment or value-loaded decision on the myth and 

reality as evident from the two mega child abuse cases. However, we further 

invite researchers to critically evaluate the above-mentioned ‘myth and reality’ 

as far as child protection and child abuse are concerned. Are the LEAs fully 

aware and equipped to address these issues effectively in other provinces or it 

is the openness and media assertion in the Punjab which brought such 

horrifying incidents to light? Are social taboos and social control mechanisms 

more effective in the rest of the county or modernization and urbanization have 

weakened our traditional societies in the cities like Lahore and Kasur? Such 

questions will keep researchers perturbed till we find some empirically tested 

answers to them. 

Dr. Imran Ahmad Sajid 
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Issues and Constraints in Policing Car Theft in 

Pakistan 
Sajjad Hussain, Basharat Hussain  

Farman Ali, and Amir Zada Asad 

Abstract 

This study is an attempt to explain the issues and constrains in the control 

of car theft in Khyber Pakhtunkhwa, Pakistan. Car theft is a significant and 

challenging problem in Pakistan. The country has witnessed high ratio of 

car theft during 1980-90s due to Political uncertainty and Afghan war. 

Similarly, political interference in police department is one of the main 

factors for the increasing car theft in the country. Unfortunately, police is 

being blamed for its ineffectiveness, corruption, malign behaviour and for 

protecting the criminals. As a result, citizens do not trust and the police 

while police stations are the places usually avoided by the public. Police 

corruption is endemic and is one of the greatest obstacles in combating 

vehicle theft. In addition, lack of refresher courses and advance trainings 

also creates barriers to control car theft. This study is a literature review of 

issues and constrains to control vehicle theft that finds out that police force 

needs to be reformed and re- organized on modern lines. Adoption of 

‘Intelligence led Policing’ is the need of the day for controlling increasing 

rate of car theft in Pakistan. 

Keywords: Car theft, Intelligence led policing, corruption, Thana culture, police 

reforms 

Background and Significance  

Crime is found everywhere, though its rate and nature may vary from 

society to society(Sajid&Ullah, 2014).Legally, crimes can be defined as 

acts or omissions prohibited by law that can be punished by imprisonment 

and fine (Murphy, 1985).While according to Shah (2011) crime isthe 

violation of the law of a country sabotaging its very fabric. Since its 

inception Pakistan has been facing the increasing rate of crime,both, against 

property and against persons (Salahuddin, 2014).Owing to decades wars 

within and outside neighboring countries, poverty, political instability and 

unemployment, Pakistan is on the verge of anomy. In addition, murder,  

rape,  attack,  kidnapping,  robbery , stealing ,  and car  theft,  are the 

different types of crimes prevalent  these daysin the country (Raja and 

Ullah, 2013). Whilst car theft is also one of the serious crimes that 

challenge the authority of the state and its prosperity. 
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This study addresses the issues and constraints in policing car theft in 

Pakistan. This issue possesses immense importance due to its speedy 

increase while challenging the writ and supremacy of the state. Car theft is 

being considered the most costly property crime in Pakistan that results in 

the monetary losses to citizen. In this regard, the role of police department 

in controlling the issue is of paramount importance. Therefore, this study 

analyses the barriers in policing such heinous crime that affects the region 

and its residents negatively. Thus, the study not only helps in filling the gap 

left by other researchers but the police and policymakers as well to control 

car theft in the country. 

Vehicle theft is a significant and challenging problem in Pakistan(Hedayati, 

2008).Pakistan witnessed high ratio of car theft during 1980-90s due to 

political uncertainty and Afghan war (Ullah, Bashir, Hakim, &Baig, 2009). 

While recent statistics indicates that every year around 11000 vehicles 

worth Rupees two billion are being stolen in Pakistan. The stolen vehicles 

are either re-sold to naive buyers or used in heinous crimes like murder, 

kidnapping, drugs and smuggling (Capital Territory Police Safety Plan 

Islamabad, 2015).In addition, stolen vehicles are being used to finance the 

terrorist activities in the country (Hussain, 2012). Regarding conviction in 

car theft cases in Khyber Patkhtunkhwa, the Statistics of Crime Branch and 

Central Police Office Peshawar reveals that in 2010, the numbers of 

conviction were 95, while in 2011 and 2012 these were 74 and 65 

respectively. Furthermore, the Chief of Peshawar city police also endorsed 

increase in car theft cases (Bureau of Statistics Government of Khyber 

Pakhtunkhwa, 2014). 

Objectives of the Study 

The study aims to explore the political causes of increasing rate of car 

theft in Pakistan and to identify the institutional weaknesses of police 

department in controlling car theft in Pakistan. 

Method and Material 

This study is based on secondary analysis of issues and constraints in 

policing car theft. Systematic review of relevant literature was carried 

out with the help of books, articles and journals. Online internet 

searches were carried out to find out relevant material regarding the 

issue. In addition, several authorities were contacted to supplement the 

literature. 
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Problems /Issues in Controlling Car Theft in Pakistan 

There are a number of causes of increasing car theft in Pakistan. Chief 

among them are enumerated as: 

1. Political Causes 

The ratio of crime varies in democratic and dictatorial regimes in Pakistan. 

An analysis of the 5 years crimes statistics discloses the average increase of 

27.53% during the democrat’s rule, while, 18.73% rise in crime against 

person and property was noted. Around 171,713 vehicles, worth over Rs85 

billion, were stolen or snatched throughout the country during the ending 

regimes of PML-N, PPP, PML-Q, ANP, MQM and other political parties.  

Only 3,886 vehicles were stolen or snatched during the last five years, as 

KPK was at the receiving end, the report adding that the crime against 

property was recorded as 11,652 cases with the average figure of 2,330 

every year. However, upward trend of 13.04% was noted as compared to 

the figures of 2006 and 2007 (Anjum, 2013).  

Similarly, political interference in police department is one of the main 

factors for the increasing car theft in the country (Business Recorder, 

2015). Whilst Owing to political interference and patronage to the 

criminals, the police cannot bring the criminals to justice (Jamal, 2011; 

Perito and Parvez, 2013). In addition, the fear of transfer, posting, 

promotions and other administrative problems are also hurdles in policing 

car thefts and other crimes (PILDAT, 2015).Furthermore, as a legacy of the 

Colonial era and the 1861 Police Act, police department has been used by 

the politicians for safeguarding their personal interest(Prasad, Srivastava, & 

Nagar 2012).The influence of politicians to transfer the police officers has 

become so much common that police in Pakistan are referred to as 

‘Politicised’ (Shigri, 1991).Owing to the above mentioned factors, the 

police force is unable to deliver the services and control the car theft. 

2. Thana Culture (Police Station) 

Police, intelligence and other law enforcing agencies are responsible for 

protecting the lives and movable and immovable properties of citizens 

(Fasihuddin, 2010). However, in Pakistan, police is being blamed for its 

ineffectiveness, corruption, malign behaviour and for protecting the 

criminals (Jamal, 2011). Owing to this bad image and inhuman treatment at 

the police station, the people often fear police and do not contact them as 

they do not expect just and transparent treatment either in their first contact 
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or during the later official proceedings (Bashir, 2011). As a result, the 

people have lost their trust and the police stations are the places usually 

avoided by the public (The News, 2004).The behaviour of the police force 

at the Thana level and at the check posts is abusive and malign which can 

be traced back to the colonial rule when 1861 Police law which was 

enacted following a major insurrection against British rule in 1857 (Abbas, 

2009). Under this Law the police force use fear, coercion and authorised 

violence to protect the state (Allard, 2014). Similarly, the police stations in 

fortress like structure heavily guarded, convey a sense of the state’s 

authority (Perito and Parvez 2013). In a situation where the police force 

instead of becoming first call responders becomes the last resort, crimes 

like car theft will increase day by day. 

3. Corruption in Police Department  

Police corruption is endemic and is one of the greatest obstacles in 

combating vehicle theft (Kumsa, 2015). Vehicle theft is one of the ‘low-

risk – high gain’ criminal activity and there are a number of points at which 

members of car theft networks could turn to corruption to support the stolen 

vehicle market (Abbasi, Aziz and Khan2014). This corruption is carried out 

in a number of ways like information on identifying a vehicle to be stolen, 

buying information, offering bribes to traffic police, and customs officials 

(Centre for the study of Democracy, 2010). 

According to Transparency International (2007), police was perceived as 

the most corrupt public department in Pakistan. Similarly, National 

Corruption Perception Survey for the year 2002, 2006, 2009 and 2010 also 

concluded that corruption is prevalent at all levels in police department in 

Pakistan (Imam, 2011). While, the Transparency International’s Corruption 

Survey of 2013 confirms that the corrupt officers in police department have 

developed links with criminals like car snatchers (Pervez, 2015). In this 

regard, SDB (2013) indicates that,  in the latest series of raids, the Anti-Car 

Lifting Cell of Pakistan  have been targeting Organized Criminal Groups 

(OCGs) across the country, without informing local police forces due to 

their alleged contacts with the organized criminal groups. 

4. Lack of Equipment and Modern Technology  

The police force is poorly equipped to deal with the crimes against persons 

and property(Fasihuddin, 2009). Due to scarcity of modern communication 

system in transportation,  basic facilities at the check posts and tracking 

facilities, the police force is unable to trace the car snatchers and control the 
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vehicle theft(Abbas, 2009; Khan, 2011; Perito and Parvez 2013).In 

addition, due to lack of modern equipment like Geographic Information 

System (GIS) the police is unable to deliver the required information for 

analyzing and quick decision regarding the car theft (Khalid, Wang, 

Shakeel and Xia, 2011).However, contrary to this, Hoogenboom (2010) 

believes that use of modern technology like electronic devices, biometric 

control or a code from the owner and video cameras in parking lots may 

simply displace car theft to areas where there is no cameras. In the 

developed countries of the world, detectives, criminologists and police are 

adopting new methods and techniques to tackle crimes including car theft. 

Whilst in Pakistan, the old method and techniques are being adopted that 

are proving ineffective to prevent car theft and other related crimes (Sahito, 

2009). 

5. Lack of Training and Refresher Courses 

Pakistani police force is one of the poorly managed state department in the 

country. It is characterized as poorly trained and un-prepared for crimes 

prevention and control(Rohde, 2002).Furthermore the training centres are 

in very dismal condition and the government does not give any heed for 

improving the conditions of such training centres (Hameed and Jamshed, 

2013). The Manawan(Lahore) Campus of Chung Police Training School is 

an excellent example where due to lack of medical facilities, thirty percent 

of the recruits routinely miss their training schedules. Furthermore, out of 

14 provincial police training institutions, 10 are functional without proper 

classrooms, 13 do not possess overhead projectors, 12 lack conference 

rooms, 12 are without a library, 12 do not have simulation facilities, 13 do 

not have forensic units, and 10 are without any computers (Jamal, 

2010).Owing to these lapses on the part of police management, the police 

force is unable to deliver the services of protecting the lives and properties 

of the people and as a result car theft is increasing day by day. 

6. Traditional Verses Intelligence led Policing  

Intelligence agencies play a vital role in preventing crimes (Grare, 2010). 

However, the Pakistani Intelligence agencies use the ‘traditional’ methods 

of merely collecting information(Abbas, 2009). In addition, lack of 

coordination between civilian intelligence agencies (Intelligence Bureau) 

and military run intelligence agencies (Inter-Services Intelligence)has 

further aggravated the situation(Bureau of Justice Assistance U.S. 

Department of Justice, 2005). While lack of coordination regarding 

information sharing among the intelligence agencies and the law enforces 
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agencies is also a dominant factor for increasing car theft in Pakistan 

(Schreier, 2009).There is lack of ‘intelligence led policing’ in which the 

police interface with the civilian population to gain intelligence for 

arresting criminals (Perterson 2005).  

7. Poor Working Conditions and Lack of Incentives for the Police 

Force 

The working conditions in police stations are very poor and pathetic. 

Owing to lack of proper infrastructure and sound working environment, the 

officials of the police service cannot perform their duties in a proper way 

(Khan, 2012). Similarly, police force lack boarding and lodging facilities 

and they have to work for long hours with risk to their lives (Shigri, 2005). 

As a result they use to suffer from stress in their occupational, social and 

family lives as well as physical ailments. In this regard, police officials 

showed deviant behaviour and are de-motivated to arrest the car snatchers 

and other criminals (Arter, 2008). 

8. Punishment for Crime/Vehicle Theft 

According to Pakistan Penal Code (381-A)‘Whoever, commits theft of a car 

or any other motor vehicle, including motor-cycle, scooter and Tractor 

shall be punished with imprisonment of either description for a term which 

may extend to seven years and with fine not exceeding the value of the 

stolen car or motor vehicle’. 

However, due to poor investigation and cumbersome legal procedures, the 

car snatchers are released and there in no one to catch and punish such 

criminals. In this regard, a study carried out reveals that 60% car thieves 

are bailed out within a month of the incident or earlier to join again the 

cycle of car theft(Capital Territory Police Safety Plan Islamabad,2015). 

Similarly, a senior official of Anti Car Lifting Cell held that police arrest 

car snatchers but the courts eventually releases them (The Express Tribune, 

2011). 

Conclusions 

Car thefts are rampant these days and with the passage of time the criminals 

are adopting new ways and means for committing such crimes. Police and 

other law enforcing agencies are trying their best for controlling increasing 

rate of car theft both in rural and urban areas, however, due to some 

institutional weaknesses the police have failed to do so. Such weaknesses 

have hampered the efficiency and effectiveness of police force in tracing 
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the car snatchers and bringing them to the justice. Generally, the police 

force is unable to deliver the desired services due to political interference 

from the political leaders. In addition, corruption in police department is 

also one of the responsible reasons for giving free hand to the car snatchers. 

Due to malign and abusive behaviour of the police in police stations, the 

people seldom visit the police stations due to which most of the car theft 

cases goes un-reported. While on the other hand police force also suffers 

from scarcity of resources, lack of modern equipment like GIS system and 

swift communication system to access the car snatchers. Similarly, lack of 

required training and refresher courses are also the main factors that 

hamper the capability of police to trace the criminals. Owing to poor 

litigation the accused are bailed out to join again the criminals and carry out 

anti-social activities. The police force is still using the outdated ‘traditional’ 

methods of investigation. The police needs to adopt ‘intelligence led’ 

policing for tracing and arresting the criminals and in time recovery of 

snatched vehicles.  

Recommendations 

1. Police department should be overhauled and re-organized on 

modern lines to deal with crimes of varying nature. There should be 

effective and in time coordination and information sharing between 

Civilian Intelligence Agencies (Intelligence Bureau) and Inter-

Services Intelligence (ISI) for crime prevention. Intelligence led 

Policing should be adopted for preventing car theft and other 

crimes.  

2. The government should keep the Police Reforms on top of the 

agenda and the Police Training Schools should be re-organized on 

modern lines. The police force should be trained in the use of 

modern equipment like GIS for delivering information and for 

analysing and quick decision regarding the car theft.  

3. The salaries of the police force should be increased and lodging 

facilities should be provided to the police force. 

4. Corrupt officials should be punished and Thana Culture should be 

changed by introducing and implementing reforms.  

5. Promotion to the higher ranks should be made on progress instead 

of duration of service for encouraging the honest and dutiful 

officials of all ranks. 

6. There should be effective monitoring in car parking areas, highways 

and CCTV cameras should be installed for keeping watch on car 

snatchers. 
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7. The government should provide sufficient fuel to the patrolling 

police force or rider squad so that they can keep regular watch and 

trace the car snatchers in time. 
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Preserving National Security within the Rule of Law 

Framework in Pakistan 

Dr. Faqir Hussain 

Abstract  

The maintenance of national security is a vital function of the State, 

performed through the use of all available resources including the defense 

forces, economic/financial resources and the art of diplomacy. But the 

preservation of rule of law is of no less significance, it being a key element 

of constitutional governance and democratic dispensation. In extraordinary 

circumstances with real and present threat to national security/integrity, the 

Government can strike a balance between the needs to protect State/society 

and preserve individual freedom. Under the Constitution of Pakistan, the 

proclamation of Emergency and/or deployment of armed forces (Article 

245), in aid of civil power, entail the abridgement of certain fundamental 

rights/freedoms. The 21st Amendment however travels beyond the 

prescribed limits and disturbs the delicate balance by taking away the 

constitutional safeguards of fair trial. The defects/shortcomings in criminal 

justice system cannot be a pretext for its substitution by an alien system, 

untenable under the law/Constitution. 

Keywords: National Security, Rule of Law, 21st Amendment, Emergency, 

Legal/Judicial Reforms  

 

1. National Security 

The term „national security‟ is employed to refer to the defense of 

the realm, in the face of foreign invasion or insurgency or insurrection; a 

task usually assigned to the armed forces. The phrase thus remains 

associated with the military might/prowess to protect the Sate and maintain 

national harmony and peace. But this is a conventional narration, which 

does not apply to present-day realities. In the modern world, the military 

apparatus has gone so advanced and sophisticated that conventional warfare 

through uniformed battalions as well as tanks and cannons, is no match. 
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The use of drones and precision-bombing, conducted from distant 

locations, has rendered the fighter/bomber aircrafts obsolete. This was 

amply demonstrated by the US operation to target Bin Laden. Such 

advances have transformed the war scenario altogether. The maintenance of 

large forces and heavy artillery have become questionable - indeed, a waste 

of resources - because as against advanced technology, they could not 

detect violation of airspace and/or operation on the ground, much less to 

offer resistance or defend the State. The acquisition of nuclear 

capability/defense further raises questions as regard maintaining huge 

military establishment. 

Further, the lessons learnt from the two World Wars and several 

armed conflicts in the recent past, amply demonstrate that modern warfare 

is no longer the sole concern of the defense forces. War is total, in the 

sense, that it has to be fought by the nation as a whole, and not just its 

armed forces. The nation must show resilience through internal 

unity/cohesion, economic/financial strength and offering sacrifices. The 

dissolution of USSR proved that even the strongest military, having the 

best of equipment - even weapons of mass-destruction - could not prevent 

the collapse of the Union, much less to offer defense against foreign 

invasion or local insurrection. History is replete with examples that in an 

armed conflict between democracy and dictatorship, the democracy 

triumphs. Thus, Georges Clemenceau, the French statesman and Prime 

Minister (1906-9 & 1917-20) rightly said, “War is too important to be left 

to the Generals”. In short, the meaning and scope of national security have 

undergone tremendous transformation. The preservation of national 

security is no longer the sole preserve/prerogative of the military 

establishment.  

Definition and Scope 

 In the contemporary world, the term „national security‟ is an 

expanding concept, hence defies definition.  Important US documents on 

national security like National Security Strategy and National Homeland 

Security Policy, formulated in the aftermath of 9 ̶ 11, do not attempt to fix 

the contours of national security. This is due to the ever-evolving context 

and ever-changing aspects of national security in the fast-changing world.  
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 The modern writers and scholars however identify few broad 

components of national security in the present-day national/international 

environment; together with the nature of threats posed and strategies 

needed to combat or avert it. An important and generally agreed definition 

is offered by Wolfers, saying, “security points to some degree of protection 

of values previously acquired”
i
. A similar definition by Berkowitz says, 

“National Security can be most fruitfully defined as the ability of the nation 

to protect its internal values from external threats”
ii
. Such definitions no 

longer confine national security within the straightjacket of defending the 

territorial integrity of a state with military hardware. In the words of 

McNamara, “We are not playing a semantic game with these words; the 

trouble is that we have been lost in a semantic jungle for too long and have 

come to identify security with exclusively military phenomena and most 

particularly with military hardware. It just isn‟t so”
iii

. Security involves not 

only the defense of the realm but also the protection/preservation of core 

national values and assets, entailing preventive and preemptive strikes 

(military, diplomatic, financial) to thwart any possible future threat. In the 

words of Hermann, “When we speak of protection, we are talking of 

freedom from any obstruction or obstacle or enjoyment of the value 

outcomes we hold in high regard”
iv

.  

 Thus, there emerge, two broad elements of national security: first, in 

the context of military defense to protect territorial integrity against foreign 

aggression; and second, the protection of core values including the 

preservation of liberal democratic traditions, fundamental rights/freedoms, 

access to justice, social security, etc. In short, the term national security 

connotes a broad range of elements, most of which travel beyond the 

traditional i.e. military preparedness, and encompass societal norms/values, 

economic security, energy security, environmental security, cyber security 

and preservation of natural resources. Others would add to the list, the 

elements of fundamental rights/freedoms including cherished right to life, 

liberty, security, dignity and freedom of thought, expression, belief, 

assembly and association, etc. The list goes on and on to embrace taking 

remedial measures to fight against crime, poverty, ignorance, corruption, 

social evils and taking measures for emancipation/empowerment of 

women, protection of minorities and redress of grievances through fair and 
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expeditious dispensation of justice, following the principles of rule of law 

and due process.  In the words of Harold Brown, US Secretary of Defense 

(1977-81), the scope of national security has enlarged to include also the 

elements of economic and environmental security. He stated, “National 

security then is the ability to preserve the nation‟s physical integrity and 

territory; to maintain its economic relations with the rest of the world on 

reasonable terms; to preserve its nature, institution, and governance from 

disruption from outside; and to control its borders”
v
. This view is also 

endorsed by the declaration in a Seminar at the National Defense College, 

India, thus: “National security is an appropriate and aggressive blend of 

political resilience and maturity, human resources, economic structure and 

capacity, technological competence, industrial base and availability of 

natural resources and finally the military might”
vi

. It thus becomes 

abundantly clear that the term national security means and implies a wide 

range of aspects/elements, including military capability and the 

preservation of national values and achievements in the socio-economic, 

political and scientific fields. The lesson learnt from global history is, that 

economic development and scientific/technological advancement are 

achieved by nations having stable democratic system, following 

legal/constitutional norms, adhering to the principle of rule of law and 

ensuring good government.       

2. Rule of Law 

 The term rule of law is a popular idiom in the contemporary word, 

used by all  - democrats and dictators alike. The rhetoric makes it a public 

singsong of the present-day world. The term is the product of, and has close 

affinity with democratic dispensation. It is the bedrock of constitutional 

system of governance, following the principles of “separation of powers” 

(between legislatures, executive and judiciary), “division of powers” 

(between Centre and States under federal polity), enjoyment of 

fundamental rights/freedoms and dispensation of free, fair and quick justice 

by an independent judiciary.  

 The concept of rule of law originated in the British traditions of 

Common Law and travelled hand-in-hand with other norms/principles like 

representative system of governance, no taxation without representation, 
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human rights i.e. right to life, liberty, freedom, equality, etc. Important 

constitutional developments like Magna Carta (1215), Petition of Rights 

(1628) and Bill of Rights (1689) contributed to its growth and refinement. 

Prof. Dicey prescribedits salient features,meaning supremacy of law, 

equality before law and sanctity of fundamental rights
vii

. In the modern 

times, the term rule of law means the supremacy of law, in the sense that 

the Government is carried out under the constitution/law, which provides 

for the “separation of powers” between the legislation, executive and 

judiciary, linked with the system of “checks and balances”. The concept has 

since transformed into a principle or doctrine, and is commonly adhered to 

by civilized nations, governed under democratic system of governance. 

Application in Pakistan 

 Rule of law is tailored in our legal system through several 

provisions of our Constitution and the law, including the distribution of 

powers between the Federation and provincial governments, separation of 

powers between the legislature, executive and judiciary and the 

fundamental rights/freedoms, enforced by an independent judicature. The 

principle finds special mention in Art 4 (right of individual to be dealt with 

in accordance with the law), Art 25 (equality before law and equal 

protection of law), Art 10 (safeguards against arbitrary arrest/detention) and 

Art 10-A (rights to fair trial and due process). The rule of law is also 

enforced through elaborate provisions contained in the other substantive 

and procedural statutes e.g. the Code of Criminal Procedure 1998, Qanoon-

e-Shahadat Order 1984 and precedents set by the superior courts.   

3. Declaration of Emergency 

 States  ̶  democratic  or dictatorial – may face extraordinary situation 

due to foreign invasion or local upheaval or natural or man-made disaster, 

which call for extraordinary measures to combat. In such eventuality, a 

common response is the proclamation of emergency, which operates, inter 

alia, as a check on the exercise of certain fundamental rights/freedoms by 

individuals. Emergency entails abridgment of individual freedoms in all 

legal systems − international and municipal – thus, making an exception for 

such eventuality. Extraordinary situation warrants exceptional measures, to 

save the state/society and ensure the safety/security of citizens. Thus, 
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international human rights instruments provide for the suspension of human 

rights or derogation therefrom, when a government declares the state of 

emergency. The International Covenant on Civil and Political Rights 1966, 

European Convention of Human Rights 1950 and Inter-American 

Convention of Human Rights 1989, provide for suspension of human rights 

during the period of emergency.  

 The United Kingdom passed statutes (Defence of the Realm 

Consolidation Act 1914 and Emergency Powers (Defence) Act 1939) 

during the First and Second World War, whereunder restrictions were 

imposed on the liberty/freedom of individuals; and such restrictions were 

validated by the House of Lords
viii

.  Similarly, during the Indo-Pakistan 

armed conflicts, the Defence of Pakistan Ordinance 1965 and the Defence 

of Pakistan Ordinance 1971, were promulgated, thereby imposing 

restrictions on the individual liberty/freedoms.   

 Art 232-233 of the Constitution provide for the proclamation of 

emergency and suspension of certain fundamental rights e.g. right to 

property, freedom of speech, movement, assembly, association, trade, 

business or profession. Further, Art 245 permits the deployment of military 

in aid of civil power in the disturbed areas, and in such eventuality, the 

jurisdiction of High Court under Art 199 remains suspended.  Such 

provision empowers the State to strike a balance between the need for 

protecting itself or securing national security   vis-a-vis the rights/freedoms 

of individual. The extent to which restrictions can be imposed on individual 

liberty in an emergency, can be reviewed by the judiciary to maintain the 

delicate balance between the requirements of state necessity and welfare of 

the individual. Even the most advanced democracies like UK and USA, 

when confronted with the threat of terrorism, imposed restrictions on 

individual freedoms. In the UK, the Justice and Security Act 2013 provides 

for “secret courts” for the trial of a person who constitutes a threat to the 

national security. The US passed the Patriot Act 2001 to deal with terrorist 

threats, thereby permitting wiretaps, checking business/financial record, 

conducting surveillance, etc.  

21
st
 Amendment  
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 The 21
st
 Amendment to the Constitution was the nation‟s 

unanimous response to the menace of terrorism and the wanton destruction 

of national assets/ installations, suicide killings, brutalities against 

minorities and increasing trend of violence in society. The gruesome attack 

on Army Public School, Peshawar gave sufficient justification for taking 

extraordinary measures against the terrorists/militants. The Government 

responded by launching the National Plan of Action and empowering the 

Armed Forces to pursue and eliminate the terrorists. The extraordinary 

situation, faced by the nation, is acknowledged in the very Preamble of the 

21
st
 Amendment, saying, “there exists grave and unprecedented threat to 

the integrity and objectives set-out in the Preamble to the 

Constitution…from terrorist groups by raising of arms or from the foreign 

and locally funded anti-State elements”. 

 Harsh measures were undoubtedly called for, but the Amendment, 

in its present form, transgresses the well-recognized constitutional 

principles of “separation of powers” and power of “judicial review”. It also 

flouts the well-established norms of international human rights 

conventions, fundamental rights guaranteed by the Constitution, legal 

norms and precedents set by the superior courts. In a drastic way, the 

Amendment provided for the trial of militants by Military Courts and 

exempted such Courts from the application of Art 175(3) i.e. separation of 

judiciary from executive as well as Art 8, which states that laws 

inconsistent with or in derogation of fundamental rights, are void. 

 The Amendment was undoubtedly made in haste and passed 

without much debate/discussion  ̶  perhaps an emotional response to a 

horrendous crime of slaughter of 142 persons, mostly students in the Army 

Public School, by the Taliban. Thus, it is hard to conceive that the 

Amendment reflects a well-considered decision, and the proverbial 

collective “wisdom of Parliament”.  

 The Amendment has serious implications for norms/principles set 

by international law and Constitution of Pakistan. It is contrary to the 

principle of rule of law. Regrettably, there is no concrete evidence to 

suggest that the Anti-terrorism Courts were ineffective or had failed to 

deliver. There might have been weaknesses or shortcomings in the judicial 
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system, but nothing serious to dislodge the existing apparatus and replace it 

by a new one.   

 Rule of law, quite naturally, is a major casualty of the 21
st
 

Amendment and consequential amendments to the Army Act 1952. Rule of 

law, not only strengthens democratic values of constitutional 

norms/principles, but also supports political development and good 

governance for socio-economic growth and prosperity, which are the key 

elements of national security. The best guarantee for rule of law is an 

effective and efficient judicial system. The functioning of judiciary can be 

improved through increase in resources and reform of the legal system.  

4. Legal/Judicial Reforms:  

 Systematic reform of laws and trial procedure is a must to keep the 

system relevant and focused on getting results. The process of reform is 

however slow and tardy. A perennial problem faced by the judiciary is the 

under-resourcing. To illustrate, in the financial year 2014-15, this 3
rd

 pillar 

of the State, received less than 1% (to be exact .568%) of the 

Federal/provincial budgets, as against 12.7% of allocation made for 

Defense Services. Quite naturally then, the judiciary is ill-equipped to deal 

with the huge backlog of cases, pending before it. The anomalies in 

resource allocation has to be addressed and resolved.  In the following 

lines, few legal/judicial reform proposals are given: 

i. Separating Judiciary from Executive:  Separation of judiciary from 

the executive is a constitutional requirement [Art 175 (3)], and 

following the Supreme Court verdict in the Sharaf Faridi case (PLD 

1994 SC 105), separation has largely been effected, through the 

separation of executive and judicial powers of Magistrates. However, 

the constitutional requirement is not yet fully realized. There exist 

administrative courts/tribunals, set up under Art 212 of the 

Constitution, and special courts/tribunals, established under various 

federal/provincial statutes
ix

.Such courts/tribunals are constituted and the 

judges/presiding officers, appointed by the Executive, who exercise 

administrative/financial control over them. The relevant Secretary of 

the federal/provincial Division/Department, writes the PERs of the 

judges/presiding officers. There is thus, a question mark as regards 
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independence/impartiality of such forums and a dire need to take out 

such courts/tribunals from the Executive control and place them under 

the supervision of the High Courts. The courts/tribunals at the federal 

level can be placed under the control of Islamabad High Court, whereas 

the provincial courts/tribunals can be placed under the supervision of 

the respective High Court. This measure, besides strengthening the 

principle of independence of judiciary, will help improve their 

performance/functioning, through effective supervision by the High 

Courts. This proposal is in line with the constitutional mandate, which 

provides for judicial independence and free, fair, impartial, inexpensive 

and expeditious dispensation of justice
x
. 

 Needless to say, the measure will also help reduce the workload of 

the Supreme Court of Pakistan by taking out the appeals filed against 

the judgments of federal/provincial service tribunals. It will enable this 

Court to focus on hearing appeals and petitions filed under Art 184(3) 

of the Constitution. The Court will further be enabled to give more time 

and greater attention to cases involving the interpretation of 

law/Constitution, so as to render quality judgments and develop new 

jurisprudence. On the other hand, the strength of judges in the 

provincial High Courts was recently enhanced(in 2008) and such courts 

are currently working in full strength, therefore, would be able to carry 

the added load
xi

.  The strength of Islamabad High Court, however, 

requires increase, in proportion to the cases pending before it. 

ii. Curtailing Backlog and Delay: The Judiciary is confronted with a 

major challenge of clearing the pending backlog of cases and 

quick/expeditious dispensation of justice. The problem is more acute in 

the area of civil litigation. The advanced countries however have 

managed to minimize it through continuous reforms, use of methods of 

alternative dispute resolution (ADR) and imposition of cost, etc.In 

Pakistan, to deal with the twin problems of backlog and delays, the 

National Judicial Policy was launched in 2009. As a result, some 

improvement was made; however, following opposition from the Bar, 

the Policy was not pursued vigorously, and later abandoned. Thus, 
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backlog and delay in litigation continue to haunt the courts. It is a grave 

reproach and serious blemish on the face of justice sector. 

iii. Reducing Number of Appeals: The delay in litigation is also because 

of the prolongation of cases through interim orders and 

appeals/revisions. In advanced countries, multiplicity of litigation is 

impermissible. Thus, provided that fair trial is ensured, the number of 

appeals can be reduced. One appeal may be allowed and second appeal 

to a high forum e.g. High Court or Supreme Court permissible only on 

“special leave” to appeal. Second appeal may be permissible when the 

issue in appeal involves the interpretation of law. There should be no 

second appeal even by "special appeal”, against the judgments of High 

Court, affirming an acquittal judgment of the trial court.   

 At present, the Karachi Bench of the High Court of Sindh and 

Islamabad High Court exercise original jurisdiction in civil cases of the 

value exceeding rupees fifteen million and rupees one hundred million, 

respectively. This is unique, because elsewhere in the country, the court 

of Civil Judge 1
st
 Class exercises unlimited pecuniary jurisdiction. 

Thus, the exercise of original jurisdiction of Karachi Bench and 

Islamabad High Court is an anomaly, which should be removed. This 

will enable these High Courts to concentrate on appeals and writ 

jurisdiction under Art 199 of the Constitution; huge piles of such cases 

are pending in each such Court.  

iv. Award of Cost: Under S. 35 of the Code of Civil Procedure 1908 

(CPC), the court may award the cost of litigation to a party to the suit. It 

is to compensate the successful party for the actual cost incurred on 

litigation. The law also permits awarding compensatory cost (S. 35 A, 

CPC), in respect of false/vexatious claims or defense. Such 

compensatory cost is capped at the maximum of rupees twenty five 

thousand only. The limit was fixed in 1994. In keeping with the rate of 

inflation, the amount should be increased to rupees one hundred 

thousand. The Indian law (S 35 B of the Indian CPC) also provides for 

cost to be imposed on a party causing delay by absenting or seeking 

adjournment. Such cost is paid to the other party to reimburse it for the 

expenses incurred on attending the court. The law makes the payment 
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of such cost a condition precedent to continue the trial by the plaintiff 

or defendant. A similar provision can be added to the CPC in Pakistan. 

 The Supreme Court of Pakistan, under the Constitution as well as 

Supreme Court Rules 1980, can impose incidental cost in 

proceedings
xii

. Further, where a case cannot be processed by reason of 

neglect of the Advocate-on-Record, the Court is empowered to impose 

cost on such Advocate to compensate parties to the suit
xiii

. The High 

Courts possess ample powers to impose cost on a party, who 

approaches the Court with ulterior motives or conceal material facts. 

This power is available both under the CPC as well as Art 199 of the 

Constitution. Similar power is available under the Supreme Court Rules 

1980 (inherent powers) to prevent the abuse of process of the Court
xiv

. 

The courts should impose the cost to prevent the filing of false/frivolous 

claims and avoid delays in litigation.   

 A party with a weak case attempts to drag the court proceedings to 

avoid final determination. Such a party, therefore, seeks frequent 

adjournments through the Counsel. The CPC provides for imposition of 

cost on the pleader/lawyer in the case of minor, when such minor is not 

represented by a next-friend or guardian
xv

. It is, therefore, 

recommended that in cases where the party is represented by a lawyer, 

the cost should be imposed on such lawyer to compensate the other 

party for expenses incurred while attending court proceedings.  

 The courts should also avoid granting adjournments in routine 

manner or in a mechanical fashion. Only exceptional circumstances and 

valid reasons, and subject to imposition of cost, may adjourned be 

allowed. No adjournment be granted on the plea that the Counsel is not 

present. The Counsel must be present personally or make arrangements 

for presentation of the case. 

v. Amicable Settlement of Disputes: Amicable settlement of disputes 

through arbitration, mediation or conciliation, etc., is a useful tool for 

reducing backlog and quick/inexpensive dispensation of justice. 

Notwithstanding the Arbitration Act 1940, the law is seldom used. S. 

89-A was added to the CPC, enabling the court to resort to ADR by 
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persuading the litigant parties to have out-of-court settlement of 

disputes. There is also the Small Claims and Minor Offences Courts 

Ordinance 2001, which provides for the use of ADR in settling cases 

involving small claims and minor offences. Conciliation proceedings 

are also provided under the Family Court Act 1964. Notwithstanding 

the plethora of enabling provisions, the ADR is seldom used. This is 

partly due to the lack of orientation/training and commitment of judges, 

opposition from the bar, and absence of facilitation from professional 

mediators/conciliators. It is, therefore, proposed that the enabling 

provisions should be strictly imposed and further additions made to law 

to empower the courts to impose cost on a party, which unreasonably 

avoids/refuses to avail the ADR mechanism. The Government should 

also encourage the establishment of ADR centers where skilled staff is 

available to offer professional services. Resort to ADR may also be 

made obligatory before filing proceedings in a court of law. ADR is 

also strongly favoured by Islamic injunctions, hence earnest efforts be 

made to use/utilise this mechanism for inexpensive and expeditious 

resolution of conflicts/disputes.   
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Political, Economical and Social Impacts of Snowden 

Breach 

Hasan T. Arslan &  Joyren Quarcoo 

Abstract 

This exploratory research takes a look into the effects of Edward Snowden‟s 

Surveillance disclosures on political, economic and social fronts and examines 

the source of the surveillance issue. The political ramifications include four 

ways in which American politics and policy have been damaged by the reports. 

The paper illustrates the economic damage to two major contributors to the 

U.S and global economy. It also explores the existence of the social debate 

between privacy and security. Finally, the paper seeks an answer to the 

question what must Americans draw the government‟s attention to, to really 

affect change? 

Keywords: Snowden, PRISM, privacy, security, surveillance, NSA 

Introduction 

Edward Joseph Snowden is a former Central Intelligence Agency (CIA) 

employee and National Security Agency (NSA) contractor, who became the 

center of attention and a liability for the United States government in 2013 for 

leaking classified documents revealing operational methods about National 

Security Agency (NSA) global surveillance programs. British newspaper, the 

Guardian, announced the existence of a leak of classified NSA documents on 

June 5, 2013; and the next day, the exposure became worldwide via the front 

pages of the Guardian and the Washington Post. The Snowden documents 

disclosed confidential information about the NSA surveillance program 

codenamed PRISM. For the purpose of this research, this momentous modern 

day leakage will be referred to as “Snowden Breach” and its outlined effects 

will be referred to as “Snowden Impact”. 

The issues in question in this exploratory research are whether metadata should 

be protected by the 4th Amendment and whether an individual has no 

reasonable expectation of privacy in information voluntarily disclosed to third 

parties. Legally, the Third Party Doctrine established by Katz v. United States 

(1967) set the precedent that absolves an individual‟s reasonable expectation of 

privacy when they voluntarily disclose information to a third party in an area 
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accessible to the public. Therefore, the Snowden impact is analyzed in three 

different spheres, more particularly targeting the homeland: Political, 

Economic and Social orders. In terms of impacting the political sphere, the 

release stimulated protocol changes to government surveillance, rendered 

foreign relations between the U.S. and her allies unsympathetic, and hindered 

American counter-intelligence and counter-terrorism operational methods. The 

exposure has also been economically damaging to the U.S. government, which 

needs to adopt and adjust new policies and train new employees. Final damage 

of the impact can be observed in the social sphere where these revelations have 

struck a chord with parts of an American audience who feel like their privacy 

has been violated. This has sparked an ongoing debate between privacy and 

security zealots.  

NSA Surveillance Program: PRISM 

PRISM is a clandestine government surveillance and data-mining program 

initiated by the NSA in 2007. “The program, code named PRISM, has enabled 

national security officials to collect e-mail, videos, documents and other 

material from at least nine U.S. companies over six years, including Google, 

Microsoft and Apple” (O‟HarrowJr,Nakashima, and Gellman, 2013, June 

8).Under Section 215 of the U.S.A PATRIOT Act, the Foreign Intelligence 

Surveillance Court (FISC) may grant the government authorization to collect 

and store metadata. Therefore, PRISM created a means by which the 

government collects and stores mass amounts of Internet and 

telecommunications data and metadata. Prior to the Patriot Act, Congress had 

already enacted the Communications Assistance for Law Enforcement Act 

(CALEA), which requires third party companies to make their information 

systems and data accessible to the government. In situations involving the 

Third Party Doctrine and CALEA, information freely given to the government 

does not require a warrant and it is in the interest of third party companies to 

cooperate with the government. Also legal is the warrantless collection and 

storage of metadata. Simply, the PRISM program is completely legal under the 

Foreign Intelligence Surveillance Act(FISA), because “the program is court-

approved and does not require individual warrants” (Gellman and Poitras, 

2013, June 7). Furthermore, if any individual who knowingly exposes 

information to a third party they will no longer have a reasonable expectation 

of privacy over that information. Therefore, there is no violation of 4
th

 

amendment rights should that information be searched and or seized by the 
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government. This is where many Americans may consider criticizing their 

justice system. 

Furthermore, in Justice Sonya Sotomayor‟s sole concurring opinion for the 

majority in United States v. Jones 132 S. Ct. 945, 565 U.S. (2012), in which 

the Higher Court provided an answer for the constitutionality of the 

warrantless use of a tracking device on the defendant‟s vehicle to monitor its 

movements on public streets. Justice Sotomayor asserted a need of change for 

the Katz decision by stating “it may be necessary to reconsider the premise 

that an individual has no reasonable expectation of privacy in information 

voluntarily disclosed to third parties.”This statement itself supports the core 

argument of this paper while the justice system continues to litigate cases 

involving privacy vs. security paradigms. In the following sections, a brief 

analysis of the Snowden Impact is discussed. 

Political Impact 

This refers to imminent consequences of Snowden Breach on American 

politics, which stimulated protocol changes to the government surveillance 

program. However, in order to influence a change in terms of policy and 

legislature in the wake of the Snowden Impact, the difference between data and 

metadata must be examined. “Metadata is the data that defines the structure of 

data records in files and databases” (Bloor, 2014).Thus, the NSA collects all 

phones and email records but not their content. Based on the government‟s 

actions, legislatively FISA technically characterizes pen register data or 

metadata as a sort of subset of data. Indeed, under FISA Title 50 U.S. Code § 

1842:  

“Pen registers and trap and trace devices for foreign intelligence and 

international terrorism investigations, a court order or subpoena is 

sufficient authorization needed for the government to collect pen 

register information or metadata. No warrant and probable cause are 

needed.” 

Basically, government has the right to know who is calling whom but no right 

to access the content of that conversation.  During the NSA warrantless 

surveillance controversy between 2001 and 2007, the spying agency was 

authorized by executive order to monitor the phone calls, web activity, text 
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messaging and etc. of any party believed by the NSA to be outside the country, 

even if the other end of the communication originated in the U.S.  This was all 

done in the name of the „war on terrorism‟ effort. When it was discovered, the 

Bush administration defended itself with the pretense that they had lowered the 

standards that are required to establish probable cause for judges to issue to 

warrants (Sanger and O‟Neil, 2006, January 23). Prior to this scandal, the 

government had to show probable cause that a particular „target‟ and „facility‟ 

as required by the 4
th

 amendment were both connected to terrorism or 

espionage. Following this, the federal FISC judges were forced to issue orders, 

which remain classified that the government had reasonable procedures in 

place to minimize collection of “U.S. persons data without a warrant” 

(Gellman and Poitras,2013, June 7). 

What many Americans should be more concerned about are the policies and 

legal framework in place that legalizes the government‟s actions. The Snowden 

Breach, in a way, revealed a certain segment of the political apparatus of the 

U.S. government particularly dealing with the security issues. “This spying is a 

signpost of democracy lost, or at least in profound crisis. To reclaim ourselves 

from this situation will require an organization or movement capable of 

challenging intertwining state-corporate incursions” (Grabiner, 2013, p.124). 

The Breach caused a pressure on the White House and finally, on January 17, 

2014, President Obama spoke about changes and plans to modify protocols to 

the government surveillance apparatus (Keller,Parlapiano, Sanger and Savage, 

2014, January 17)some of which are depicted in Table 1 below: 

Table 1: Changes to Surveillance Protocols 

 What Snowden 

Reveled 

U.S. Govt. Changes to 

Government 

Surveillance 

Detrimental 

effects 

Phone Records  The NSA 

systematically 

collects logs of every 

American‟s phone 

calls and stores the 

data for 5 years with a 

blanket FISA court 

order. Agency 

analysts were able to 

Will require court 

permission for each search 

of collected phone 

metadata based on 

reasonable, articulable 

suspicion, and restrict the 

number of people whose 

records can be examined 

to two linkages. 

This dramatically 

lowers the scope 

of US intelligence 

gathering 

capabilities. This 

puts pressure on 

the private sector 

to dramatically 

expand their 
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examine the call 

records of people 

three linkages 

removed from any 

person under 

investigation of ties to 

terrorism. 

FederalGovernmentwill 

not be collecting and 

storing data and instead 

have storage responsibility 

to the private sector.  

storage 

capabilities while 

the public sector 

already has these 

capabilities. To 

require individual 

court permission 

puts an unneeded 

burden on the 

legal system as the 

information is 

classified and can 

only be heard by 

federal FISC 

judges. 

 

Emails and 

Phone Calls 

The NSA based on 

FISA may access 

databases that contain 

information about 

emails and phone 

calls of Americans. 

President Obama asks the 

attorney general and the 

director of national 

intelligence to come up 

with ideas for additional 

restrictions on the 

government‟s ability to 

use information collected 

in a warrantless capacity. 

 

This will affect 

intelligence 

gathering as it 

calls into question 

an issue already 

outlined and taken 

care of by FISA. 

Federal 

Intelligence 

Surveillance 

Court Structure 

There was no form of 

advocacy present in 

FISC proceedings to 

argue against the 

Justice Department in 

secret proceedings. 

President Obama created a 

panel of advocates to 

represent privacy concerns 

in significant cases. 

Since the panel 

would not have 

the authority to 

monitor the 

court‟s case load 

and independently 

decide when a 

case warrants its 

presence decisions 

are still in the 

hands of the court 

and makes this 

position kind of 

pointless.  
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In terms of foreign relations and the strategic interests of the U.S., the federal 

government must have a realistic policy when dealing with the threat of 

danger. In the Machiavellian mind frame, this might be the safest approach for 

the U.S. government. Therefore, as a sound precaution, given the resources at 

the government‟s disposal surveillance on the leaders and nationals of foreign 

countries is conventional. Whether these leaders are allies should not 

determine if they are surveyed. Thus, from an intelligence gathering 

perspective the U.S. government‟s actions are expected; however, what has 

rendered foreign relations between America and her allies, such as Germany 

and France, unsympathetic is the overt semblance of an idealist policy which 

could not withstand exposure.  

According to NSA, 1.7 million documents were copied and Snowden shared 

up to 200, 000 documents with reporters (Gjelten and Block, 2013, December 

17). This security breach majorly impacted the U.S. intelligence apparatus; 

indeed, the Snowden Breach has led to revelations that have hindered U.S. 

counter-intelligence and counter-terrorism operational methods. There is an 

undeniable operational effect of informing adversaries of American 

intelligence tactics, techniques and procedures. Snowden did not only disclose 

the “what” and “who” of intelligence sources but also the “how” of American 

intelligence collection(Sabatini, 2013).An official assessment of the damage 

caused by reports of the Snowden leak about government surveillance 

programs established by the NSA suggests that terrorist groups are altering 

their communication methods in order to avoid detection by the NSA. On the 

terrorist circuit NSA officials say, “foreign individuals or groups targeted for 

surveillance may now switch to more secure communication methods” 

(Gjelten, 2013). The disclosures have given these terrorists the opportunity to 

take action and close their vulnerability. So while these threats may take longer 

to come to fruition they at the same time become more difficult to track, 

control and thwart. In tactical terms, denying the NSA the ability to see and 

stop foreign intelligence threats is not practical and pragmatic for the best 

interest of the U.S.As the result of initial effects of the Snowden Breach, the 

chain reaction prompted NSA leaders to “divert agency resources from 

intelligence missions to security reforms and the investigation” (Gjelten, 
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2013). This devotion of countless employees has caused one of the world‟s 

leading foreign intelligence gathering agencies to be “off task” for the 

extended period of time the investigation takes. This is a confounding waste of 

resources. Apparently, Snowden Breach also changed direction of the stream 

against security in favor of privacy.  

 

Economic Impact 

This refers to damages caused by Snowden Impact both forcing intelligence 

community to make expedited security reforms as part of an effort to prevent 

future leaks and making private sector to spend millions of dollars to invest in 

new technologies. While there is not exact information about amounts that the 

U.S. government has had to spend cleaning up Snowden‟s mess, probably due 

to the fact that the process is ongoing, damage to the U.S. government‟s 

economy can be deduced. In reality, this total expedited reform process has 

caused the NSA to spend money that it did not intend to. “We‟ve had to do 

things that we had planned to do over the next three or four years and move 

them dramatically to the left…[without] additional resources” says Lonny 

Anderson NSA chief information officer (Gjelten, 2013).  

The revelations of Snowden have impelled U.S. policy changes that have the 

potential to be very expensive for the U.S. government. With new policies in 

place, new employees will have to be hired and trained. Thus, Congress must 

approve a new exponential budget, which brings additional financial burden on 

taxpayers. The leaks have driven “75% of U.S. defense contractor executives” 

to change information assurance protocols, “mostly by increasing employee 

training” (Sternstein, 2014). While training is important, resources spent on the 

intelligence community‟s mission would be of more value. In the meantime, 

many American technology companies must also follow the footsteps of their 

government and retrain personnel while at the same time losing many 

customers. 

Not only has the U.S. economy been dramatically affected by the revelations 

of Snowden but the American technology industry has also taken quite a 

severe hit.“The European Parliament has already approved new regulations to 

curb the transfer of user data to U.S. corporations. If these rules enter into law, 
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it could have a serious impact on both the operations of companies like Google 

and Facebook and how the U.S. collects intelligence data” (Keating, 

2013).Tech companies in countries in Europe and South America “say that 

they are gaining customers [who] are shunning United States providers” and 

both abroad and in the United States, businesses“[are questioning] the 

trustworthiness of American technology products” (Miller, 2014, March 21).It 

is not even just the major tech companies, Daniel Castro, a senior analyst at the 

Information Technology and Innovation Center says that it is “clear to every 

single tech company that this is affecting their bottom line” and Castro also 

predicts that the “U.S cloud computing industry could lose up to $35 billion by 

2016”(Van Susteren, 2014, March 21). According to Forrester Research, a 

technology research company, the worst-case scenarios could include net 

losses as high as $180 billion for the global economy by 2016 as a result of the 

PRISM disclosures (Staten, 2013, August 14). 

Furthermore, it is undisputable that the Snowden Breach has also caused 

distrust between the American government and its citizens as well as between 

American technology companies and their customers. Trust is essential for 

trade and commerce; its absence causes the removal of hundreds of billions 

from the global economy (Francis, 2013, July 2). 

Social Impact 

One of the revelations of Snowden is the NSA‟s spying on Americans. In fact, 

Snowden Breach questioned the constitutionality and morality (Toxen, 2014) 

of this secret surveillance.  One key question that should be asked is “What 

does the future hold for the American people?” The changes made to 

government surveillance in the Snowden Impact could lead to unfavorable 

scenarios involving the Internet and who controls access and content. 

Evidently, cyber space is a neutral zone where people from all races, religions 

and genders meet and interact using different modes of communication. The 

“Net Neutrality Principle” requires all Internet service providers and 

governments to treat all data on the Internet equally, not discriminating or 

charging differentially by user, content, sight, platform, application, type of 

attached equipment, and modes of communication (Pizzi and Elliott, n.d.). In 

the U.S., the issue of net neutrality has been an issue of regulatory and judicial 

disputation among network users and access providers. The following made a 
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brief examination of net neutrality principle in terms of the interest of the 

consumer, and the interest of the Internet Service Providers (ISPs). 

In the interest of consumers in the net neutrality debate, the government is 

trying to prevent ISPs from interfering with the consumer‟s Internet speed 

when the consumers are trying to use their Internet in such a way that ISPs do 

not find ideal. On the side of ISPs who are not in favor of net neutrality; is that 

the “neutral net” principle is a “threat to innovation because it inhibits network 

providers who believe that the capital raised by charging for „tiered service‟ 

would enable major improvements in broadband infrastructure” (Atkinson and 

Weiser, 2014). This would make it very difficult of the private citizen 

consumer who can only afford to pay so much for Internet service. Big 

corporations would be the only players on the higher tiered Internet service 

packages. This would affect the fact that the Internet is a human right by 

making it seem like a privilege.  

The kind of Internet that ISPs have sought and are close to gaining would 

require an innovator to pay extra fees, and ask permission in order to exercise 

their right to not only explore the Internet but to contribute to its wealth of 

information. Not only will this stifle peoples‟ right to the Internet but it will 

encroach upon the constitutional rights of free speech. People will begin to 

censor themselves because of surveillance and the incentive to be an innovator 

will be lost. It would be very dangerous to set a legal precedent that would lead 

to a world with constraints on original and innovative ideas. 

In the light of the Snowden Impact, the future of the Internet lies in the hands 

of the same policy makers who are restructuring the surveillance apparatus. 

We are on the cusp of basically losing the free Internet, as we know more 

drastic measures will most likely follow. As a great influencer and world 

power America must set the example.  Like the government, the Internet was 

created by the people for the people and should remain this way. This 

fundamental principle cannot be trampled over for the sake of the proverbial 

financial bottom line. Creativity must not be stifled and in turn sacrificed for 

absolute security that is unattainable. It should be kept in mind that “privacy or 

security is not a zero sum game” (Clarke Jr, 2013). 

Forces that pull the Internet away from the quadrant are concerns over loss of 

security, control of where revenue goes, and compromised personal 
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information. The first two issues would be of concern to the national or big 

company level. Unfortunately, for the people the player with the most power 

and influence at this point in time are the big companies and corporations. 

Based on their needs they lobby and get policy makers to see matters from 

their point of view. Thus, the policy makers enact rules and regulations that 

benefit the big players. The main personal fear on the Internet is the presence 

of malicious users who attempt to steal and use personal information and the 

fear of being under surveillance by the government. This leads us to the most 

likely scenario that the Internet will turn into in the future called the Boutique 

Networks Scenario, “which envisions a future in which political, regional, and 

large enterprise interests fail to optimize on the social and economic potential 

of a shared, global set of richly connected networks”(Jean-Malbuisson, 2009). 

It is a decentralized and distributed model with heavy regulation and closed 

standards. It imposes balkanization and no consensus and multiple roots or 

different Internets, which are not characteristic of the original Internet model. 

The world will not embrace the balkanized Internet model because it takes the 

power away from “we the people”. Thus, it is important that we recognize 

socially what shifting policy on surveillance could lead to. A more moderate 

line should be drawn to be better suiting American people‟s constitutional 

interpretations of privacy. 

Conclusion 

The surveillance modifications that the U.S. government has put into motion 

are not only detrimental but will also not have the desired effect Americans 

want. This paper illustrates the detrimental effects of the Snowden Breach in 

the political, economic and social arenas. The subtle nuances and technicalities 

under which the U.S. government surveillance program PRISM operated 

legally, prior to the 2015 US circuit court of appeals holding that bulk data 

collection is actually not covered by the provisions in section 215Patriot Act, 

are also detailed. The public has tolerated the easy release of metadata for 

many years, being in a way wrongly conditioned to be more concerned with 

the 4
th

 Amendment protection of their content.  In addition, also explored and 

proposed is an avenue through which the surveillance legislative and policy 

changes that are sought after by the American people can be obtained while at 

the same time protecting the freedom of the Internet and other communication 

platforms and their users. As in all legal proceedings the problem cannot be 

addressed and solved until the issue is correctly defined. In this case the real 
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issues are whether metadata should be protected by the 4
th

 Amendment and 

whether an individual has no reasonable expectation of privacy in information 

voluntarily disclosed to third parties. Society should not want to turn their right 

to free communications and innovation platforms into a regulated fractured 

system. With this in mind, it is important to pay attention to what one is freely 

given up in terms of personal information and then blaming the government for 

accessing it. 

Finally, one particular question, what Americans must draw the government’s 

attention to really affect change, demands an answer, which seems to be 

hidden in the details of the third party doctrine. Policies and legislation to 

protect the information that people „willingly‟ but truly are required to give up 

to private sector companies in order to use internet services must be created. 

The information should no longer be considered third party information where 

the law and the government are concerned and should instead be considered 

private information. As long as the private sector no longer has access to the 

metadata it could no longer bargain its turnover to the government. First 

Americans must become aware of the fact that the private sector has such 

intrusive access to their information. Next options like encryption can be used 

to secure this information allowing only the owner to access it. Lastly, 

enforceable rules and regulation must be put in place legislatively to ensure 

that people‟s privacy rights are respected. Tying these regulations to budgets 

and grants would be a great motivating factor. These steps would likely 

assuage the American public and ensure a move in the right direction. 
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A Preliminary Note on the Genealogy of the concept 

of Enemy Alien in Pakistan 

Syed Sami Raza & 

Ghazala Rafi 

Abstract 

On July 9, 2014, parliament of Pakistan passed a stringent security law, the 

Protection of Pakistan Act (Act No. X). The law focuses on enemy aliens 

and the threat they pose to state‘s security. As it was passed and enforced, 

the law did not generate much debate on the origin and historical value of 

the legal concept of enemy alien. This article aims to dig up the genealogy 

of the concept of enemy alien by highlighting a) its origin in the UK and 

the US; b) its introduction by the British in colonial India; and later c) its 

adoption by the state of Pakistan.  

Keywords: Protection of Pakistan Act, enemy aliens,  

Introduction 

On October 31, 2013, the President of Pakistan issued an ordinance called 

the Protection of Pakistan Ordinance (PPO). The Ordinance was issued on 

the recommendations of an advisory committee set up by Prime Minister 

Nawaz Shareef for amending the Anti-Terrorism Act, 1997. The committee 

was set up in the wake of a massive para-military operation going on in 

Karachi city. Upon the recommendations of the committee seven 

amendments to the anti-terrorism Act 1997 were made to expand the scope 

of anti-terrorism law (Act XX, 2013). Apart from these recommendations, 

the committee also made certain other recommendations relating to 

reinforcing state security against potential enemy aliens. These 

recommendations eventually resulted in the Protection of Pakistan 

Ordinance, 2013. Then on January 22, 2014, a second ordinance was issued 

to amend the 2013 Ordinance to further expand its legal scope. The second 

ordinance came with a Statutory Regulatory Order (SRO) from the Interior 

Ministry, which made it retroactively in force since December 5, 2013. 

Finally on July 9, 2014, the two ordinances were codified into an act called 

the Protection of Pakistan Act, 2014. Later as the government feared that 

Supreme Court might put the act to judicial review, it gave the act 

constitutional cover under 21
st
 amendment (2015).  
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Although these laws were passed in a short span of time, the government 

tried to reach out to different political parties, and especially the individual 

members of the parliament, requesting them to agree to the bill of the 

proposed act. As the debate began on parliamentary floor and in press 

statements, much of it revolved only around two political issues: a) 

government‘s hesitation to pass the act on its own, and b) the potential 

exercise of the act against Pakistani citizens, including the members of 

opposition political parties. Interestingly, however, the debate did not touch 

on the legal merits and demerits of the act. Moreover, it did not inform 

anything about the historical context of the concept of enemy alien.   

This article is an effort to dig up the history the concept of enemy alien. We 

trace its history and origin in the early 20
th

 century Britain. On the other 

hand, we trace the history of a related concept of ―alien friend‖ in the US, 

which loses currency and gives way to the concept of enemy alien around 

the same time. With these discussions we draw the Western origin and 

historical context of the concept. Then we discuss how the British colonial 

government introduced the concept in India. First they introduce the 

concept of ―foreigner‖ in mid 19
th

 century, which remains on the law code 

of colonial India for entire colonial period. Then during the two World 

Wars they introduce the concept of ―enemy agent.‖ After independence in 

1947, Pakistan adopts the colonial legal code and along with it these 

concepts.  

Genealogy of the Concept of Enemy Alien 

a) The Great War and Enemy Aliens  

Toward the turn of 19
th

 century, in the UK as well as in Europe and the US, 

it had become a widely accepted opinion of international law that the state 

possessed the sovereign right to expel aliens from its territories. In this 

regard judges often made references to Vattel and Blackstone.
i
 In the 

exercise of this sovereign right a state could also arrest aliens or prescribe a 

specific route of exit. However, detaining an alien or putting him/her to any 

other inconvenience or loss beyond what was inevitable to the fact of 

expulsion was often protested and could make a state liable at international 

law. However, alien merchants, on the account of Blackstone, enjoyed 

express protection of Magna Carta in England.
ii
 

With the outbreak of WWI the legal personal status of aliens suffered a 

major setback. The emergency laws prescribed in the Defence of the Realm 

Act, DORA, (1914-1915) and the Defence of the Realm Regulations, 
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DORR, (1914-1918) virtually replaced the rule of Common Law and 

International Law. The DORA, 1914, authorized trial of British subjects 

and aliens by martial courts. This authorization also resulted in the 

materialization of the possibility that was once latent in the mutiny acts of 

17
th

 century, and that was once heatedly debated in the Jamaica Rebellion 

Case, 1865. Due to severe public criticism, an amendment was made to the 

DORA on March 16, 1915, to substitute martial courts with civil courts and 

trials by jury. The amendment gave British subjects the right to trial by 

civil courts for offences against the regulations, except in times of invasion 

or when government had declared a special emergency. But the amendment 

excluded aliens from having this right to trial by civil courts and jury.
iii

 

Furthermore, because aliens hadn‘t had the right to trial by civil courts, 

they were neither entitled to a notice in writing of the nature of charge(s) 

against them after arrest nor a notice in writing of their rights under the 

Act.
iv

 Interestingly, the amendment provided the right to trial to British 

women married to aliens (Section 8). However, if a British woman married 

an alien she could risk losing her nationality under the British Nationality 

and Status of aliens Act, 1914.
v
 The March 1915 amendment to DORA was 

clearly a law that drew the legally consequential line between subjects and 

aliens, enacting the summa divisio in the personal legal status. 

Moreover, the DORA authorized preventive detention under Regulation 

14(b). Accordingly, the government could detain civilians of ―hostile origin 

or associations‖—a juridical category that has since survived and has 

become even more significant in the present times—and could restrict their 

movement for indefinite time. The regulation was challenged, but the 

British courts decided that government had valid discretion to detain 

anyone, and even on mere suspicion. For instance, in Rex v. Halliday, 1917 

(and later in Liversidge v. Anderson, 1942) the court accepted the principle 

of ―subjective satisfaction‖ as opposed to that of ―objective satisfaction‖ on 

the part of government in detaining persons as sufficient criteria for the 

reasonableness of suspicion.  

Apart from the restrictions imposed by the DORA, the Alien Restriction 

Act, 1914, made it mandatory for all aliens to register with the police. This 

mandatory provision outlived the war with the passage of the Alien 

Restriction (Amendment) Act, 1919. These Acts also directed courts not to 

entertain doubts regarding government‘s power to deport. In other words, 

the government could issue orders to deport an alien at any time, and could 

also restrict any areas in which he/she could live. The primary aim of the 

former Act was to target the ‗enemy aliens‘ resident in Britain. It restricted 
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their employment rights, especially those of foreign seamen working on 

British ships. The act also made illegal for aliens to promote industrial 

action. It also targeted aliens who could be categorized as criminals, 

paupers, and ‗undesirables‘. Moreover, from 1915 to 1924 the government 

regularly carried out census of aliens, and prepared lists of potential alien 

enemies. Separate detention centers were put up for (enemy) aliens, thus 

splitting the detention system from judicial system. Moreover, the war also 

necessitated making the policy of transferring aliens to dominions and 

colonies, thus creating the raw basis of rendition. 

b) Alien Enemies versus Alien Friends 

 In the United States a century-old debate on the rights of aliens comes to 

an end by the WWI. The debate began with the Sedition and Alien Acts, 

1798, and revolved around the question whether or not aliens enjoyed 

protections and rights under the constitution. Although the debate mostly 

affected the rights of white Europeans aliens, it was however significant as 

a test of the scope of American constitutionalism. The Federalists took the 

position that aliens were not party to the compact (i.e., the constitution) and 

therefore they could not claim rights or protections under it. They 

emphasized that aliens were subject of the law of nations, rather than that 

of the municipal law. On the other hand, Republicans took the position that 

constitution was fundamentally a law, which subjected everyone under its 

command, and therefore guaranteed equal protection and rights to 

―persons‖ and not just to citizens.
vi

  

While this debate went on through the course of 19
th

 century, many 

individual states accorded rights to alien friends under their constitutions, 

including the right to political suffrage. The Supreme Court also accepted a 

degree of formal juridical equality of citizens and aliens in normal times to 

hear the justiciable claims of aliens. For instance, the Court observed that 

aliens were under the sovereign‘s protection while within the territory and 

inasmuch as they obey the laws (Carlisle v. United States, 1873). Toward 

the end of the century as the demand for immigrants plummeted, feelings of 

ambivalence and then hostility in American began to emerge. Asians and 

blacks were already facing discrimination, and then European aliens also 

lost their privileged position.  

By the end of the WWI began ―the rabidly anti-alien decade of the 

1920s.‖
vii

 States that were hitherto vying for immigrant-aliens, began to 

develop mistrust of them. State legislatures introduced legislations placing 

increased restrictions on them. The Court also yielded to legislative 



 

 

 

Pakistan Journal of Criminology   47

 

judgment that aliens could not be trusted. Different legislatures thus barred 

aliens from certain occupations, activities, and rights. For instance, they 

were barred from owning billiard halls in name of the public good (Clarke 

v. Deckebach, 1927), owning rifles and shotguns to preserve wildlife 

(Patsone v. Pennsylvania, 1914), and owning land to benefit citizens 

(Terrace v. Thompson, 1927). The Court accepted the political argument 

that the alien lacked allegiance to the state, which made him untrustworthy, 

and therefore state‘s discrimination against him was thought legitimate. 

Supreme Court‘s response to federal and state legislation at outset of 20
th

 

century, according to one insightful observer, was shaped by the concern 

for balancing the fear of the other with the fear of governmental tyranny.  

Aliens were understood to present a direct threat to the continued existence and 

security of the nation. Hence when the Court perceived the threat to citizens‘ 

liberty posed by aliens to be greater than that posed by government—as it did in 

the great majority of cases—it would allow the government to regulate. Only 

when the Court perceived the threat to liberty posed by governmental action to be 

greater than the threat posed by aliens would it intervene and strike down the 

regulation at issue.
viii

 

Later in Eisentrager, 1946, the Supreme Court held that alien enemies do 

not have the right to habeas corpus. They were treated as bearers of 

minimal rights. The Court also quoted Blackstone: ―At common law ‗alien 

enemies have no rights, no privileges, unless by the king‘s special favour, 

during the time of war‘‖. The Court quoted cases from the War of 1812 and 

argued that in the early 19
th

 century case law it was an accepted principle 

that the ―resident enemy alien [was] constitutionally subject to summary 

arrest, internment and deportation whenever a ‗declared war‘ exist[ed]‖.
ix

 

c) The Great War and Enemy Aliens in Colonial India 

By mid-nineteenth century, the British colonial government was engaged in 

small wars on different fronts, and a Great Game on the northwestern front. 

Hence, in order to establish effective control, the colonial government 

thought to territorially delimit the Indian state and to give formal legal 

identity to its subjects. Foreign Department files from that time provide 

cogent accounts of itinerant groups, bands of depredators, marauding 

gangs, religious adventurers, wandering nomads, and various other types of 

aliens. These aliens the colonial government said entertained ―some ill-

grounded idea of the defenceless state of our Bombay possessions.‖
x
 

Accordingly, laws were passed in 1857, 1862, and eventually a 

comprehensive Foreigners Act in 1864 to check mobility of aliens.  
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Let us highlight certain provisions of the Foreigners Act 1864 to understand 

the initiation of legal control system of aliens. First, the act provided that 

anyone who was not a natural born subject of Her Majesty or a native of 

British India would be considered as a foreigner. This provision excluded 

those Indians living in princely states, autonomous or tribal territories, and 

border territories with neighboring states. Second, whether or not a person 

was a foreigner the burden of proof (of his identity) was on that person. 

Third, in order to ensure ―better government‖ the act aimed at ―preventing 

foreigners from residing, sojourning, and passing through or traveling in 

British India without consent of the Government.‖ It should be noted that 

apart from this law foreigners were already subject to the penal code 1860 

for any crime they committed. So the purpose of the act was not simply to 

aim to stop crimes, but also to place a check on the free movement. 

Accordingly, foreigners were required to register upon arrival. This 

included informing their name, place of arrival and destination, date of 

arrival, and the object of pursuit. Moreover, the act provided for 

surveillance of their movement: ―foreigners could be placed under the 

surveillance of the Police so long as the peace and security of British India 

demanded.‖ Fourth, the act gave the Governor General and all local 

governments the power to issue orders in writing asking any foreigner to 

leave from any British territory and while leaving take a prescribed route. 

Should a foreigner violate an order or any provision of the act, he could be 

arrested without a warrant and placed under safe custody, which could 

extend indefinitely. His release would depend upon satisfaction of the 

government as to the ―conditions of peace and security.‖ However, the act 

provided that the person was allowed to obtain a bail, and that he was to be 

―put to as little inconvenience as possible during detention.‖ Sixth, if 

anyone obstructed an officer from performing his duty under the act, he 

could be punished with imprisonment and fine. It is worth noticing that the 

act did not include an indemnity clause, which had provided indemnity to 

actions of the police or administration. The act also did not involve 

foreigners already living in India. 

Even though this act--along with other laws relating to vagrancy and census 

initiated the legal divisio personarum between subjects and aliens, it is not 

until the WWI and its aftermath that the personal legal status of aliens 

begin to drastically change.
xi

 The Defence of India Act and Rules 1915, 

which curtailed several freedoms including the freedom of movement, 

applied both to subjects and aliens. However, the war put aliens on a 

greater level of disadvantage. All aliens were suspected enemy aliens 

unless proved otherwise. Many European enemy aliens were transferred to 
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India and placed in camps. Toward the end of the war the Government of 

India Act 1919 transferred the power of dealing with matters relating to 

aliens to the central government. Next year the Passport Act was passed, 

which placed new set of regulatory rules on the entry and movement of 

aliens in India. Because passport was a new requirement, and many 

countries hadn‘t developed the system then or that many aliens were not 

aware of what it was, they were left at the mercy of discretionary powers of 

the colonial government. On the other hand, the passport requirement also 

meant that any British Indian subject wishing to travel abroad would also 

need a passport and hence the consent of the government. The act also gave 

powers to police officers above the rank of sub-inspector to make arrests 

without warrant of person violating any provision of the act. 

In the aftermath of WWI, three Imperial Conferences (1918, 1921, and 

1923) took place. In these conferences the power of the state to exclude 

aliens from entering, traveling and residing was accepted without any 

reservations from participants, which included Indian members. In fact, in 

January 1920 the government of India decided to completely bar the entry 

of enemy aliens for a period of five years after the conclusion of peace. 

Thus the Conference members ignored to see that it was the Imperial war 

that had created and/or exacerbated the category of aliens (which then 

included enemy aliens, refugees, stateless people, and asylum seekers) and 

that at the end of the war the government was restricting, oppressing and 

humiliating them. 

The next round of laws dealing with restrictions on aliens started around 

WWII. In April 1939, months before the outbreak of the war, the 

Registration of Foreigners Act was introduced. There was some debate in 

the legislative assembly, especially on the question of who was to be 

considered an alien. Some members complained that the government 

previously used the 1864 Act to exclude native Indians of princely states 

and autonomous and border territories when they involved in civil 

resistance movements. The government, heeding to these concerns, 

explained that people domiciled in India, including the princely states and 

other territories, and those in the UK would not be excluded. However, that 

the subjects of other British colonies would be considered foreigners. The 

punishment for contravening the act was increased from two months to one 

year. Surveillance of foreigners was retained (from 1864 Act), and 

foreigners were to report both their arrival and departure, as well as carry 

with them their proof of identity all the time. 
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As the WWII began, the government once again introduced Defence of 

India Act and Rules, 1939. However, this time a stricter control system was 

enacted. Accordingly, a foreigner could neither enter nor leave the country 

without permission, and the government could also place a complete ban on 

entry and departure of foreigners. It could order to procure photographs, 

thumb impressions, and specimen of handwritings. A foreigner could not 

only be detained in safe custody, but could also be replaced to prescribed 

areas and makeshift camps. The term of imprisonment for contravening the 

orders was increased to five years. The officials were given discretionary 

powers to reject the object of pursuit or reasons of entering/traveling and if 

already present the reasons to extend his stay. Just as these rules were set 

up for the war emergency, at the end of war the-now-nationalist colonial 

legislature appropriated them into a permanent peacetime law—the 

Foreigners Act 1946. 

On November 13 Sardar Vallabhai Patel introduced the bill for this Act. He 

argued that the 1939 Act needed a supplemental and more robust act. He 

proposed to repeal the 1864 Act on the reason that it was ―used or abused 

for treating Indians as foreigners in India.‖ However, he had designed the 

bill on the pattern of 1864 Act, and had added provisions from certain war 

time laws, especially the Defence of India Act and Rules 1939, and 

Foreigners Act 1940. The new act provided that a foreigner was required to 

stay in a prescribed area with ―restrictions on his movement.‖ He could be 

required to submit himself to medical tests, prohibited from associating 

with any prescribed group of people and/or activities, and/or carrying any 

items. He could be detained and those wishing to access him could also be 

turned away. If he was ordered to remove himself from any place or the 

country, then he was to bear the cost of it. Government could control and 

even shut down places frequented by foreigners. Regarding the identity of a 

foreigner, the act added a new provision. In case the identity of a foreigner 

was not known or contradictory, the government would decide on his 

identity/nationality. Finally, the act gave indemnity to the acts of the police 

and officials: ―No suit, prosecution or other legal proceeding shall lie 

against any person for anything which is in good faith done or intended to 

be done under this Act‖ (Article, 15). 

Apart from Foreigners Acts, there was another stringent law enforced 

during WWII called the Enemy Agents Ordinance 1943. The Ordinance 

provided severe punishment, including that of the death penalty, for 

activities relating to waging of war, assisting enemy, and causing 

disaffection. This ordinance was severely derogatory to the Common Law 
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justice. Special tribunals were set up under the Ordinance that clearly 

demonstrated the derogation of (the British claims of) justice. Under it a 

special tribunal consisted of one judge, who was appointed by the 

government. He was to be a Session Judge or an Assistant Session Judge. 

The government not only determined the time and place of sitting, but also 

could transfer cases from one special judge to another. On appeal against 

the decision of a special court, the case was to be reviewed by another 

special judge, who was chosen from the judges of a high court. The 

decision of the appeals special judge was final. The higher courts were 

barred from exercising their administrative authority to transfer a case from 

a special court to an ordinary court. The ordinance further provided that an 

accused had the right to be defended by a legal pleader, but that ―such 

pleader shall be a person whose name is entered in a list prepared in this 

behalf by the Government or who is otherwise approved by the 

Government.‖ Similarly, the accused was given the right to receive a copy 

of decision and other documents relating to the case, but he was supposed 

to return them within ten days after the end of proceedings, and must not 

disclose information to anyone regarding the trial. After independence, 

Pakistan adopted this Ordinance, and interestingly its special procedure 

also made its way into the Army Act 1952. 

  

The adoption of these two laws provided the basis, the local one, for the 

concept of enemy alien. However, the term enemy alien was not used or at 

least it did not become legally consequential until it was introduced in the 

Article 10 of the constitution (1973). But there in the constitution it 

remained under-defined. It primarily denoted a potential check on 

fundamental rights of aliens and other individuals including citizens who 

could be characterized as enemy aliens (or in other words, agents of the 

enemy). Its early scope of subjectivity—persons who could be its 

subjects—was generally understood in terms of enmity with the 

neighboring India. It is only with the recent War on Terror that its scope 

has widened to cover not only individuals of other states but also country‘s 

own citizens.  

Conclusion 

By the turn of 19
th

 century, the political view that aliens are unwanted and 

dangerous persons begin to strengthen in the UK. In the US, for long time 

since the country‘s independence, the concept of alien friend rivaled the 

concept of alien enemy. However, by WWI both in the UK and the US the 

concept of alien enemy or enemy alien, often used alternatively, become 
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one of the central concerns of defence laws and regulations. In colonial 

India the concept of foreigners is introduced around the same time as in the 

UK in mid-nineteenth century. It is introduced in the context of small wars 

on Indian borders, as well as the Great Game. The Foreigners Act 1864 

remained in force until independence. However, during WWI the British 

colonial administration added more laws and regulations relating to placing 

restriction on aliens. Then during WWII similar laws and regulations were 

enforced. Eventually, the new Indian Congressional leadership drafted a 

law—the Foreigners Act 1946—which was later adopted by both Pakistan 

and India, and it remains in force to this day. Apart from this act, the two 

independent states adopted the Enemy Agents Ordinance, 1943. From these 

laws the concept of foreigner or alien developed, and eventually took new 

form of enemy alien in the 1973 constitution of Pakistan. Recently as the 

government decided to make laws relating to enemy aliens, the availability 

of the concept in the constitution provided the fundamental legal ground. In 

our next essay, we aim to dig up this more recent history of the concept, as 

well as we debate the various provisions of the two ordinances (PPO, 

2013/2014) and the act (PPA 2014).   

 

Endnotes 

                                                        
i
 In a Canadian appeal to the Privy council, Lord Atkinson invoked Vattel 

to explain that the state could exercise absolute and exclusive power over 

aliens: ―One of the rights possessed by the supreme power in every State is 

the right to refuse to permit an alien to enter that State, to annex what 

conditions it pleases to the permission to enter it, and to expel or deport 

from the State, at pleasure, even a friendly alien, especially if it considers 

his presence in the State opposed to its peace, order, and good government, 

or to its social or material interest.‖ Lord Atkinson quoted in Lord McNair 

and A. D. Watts, The Legal Effects of War (Cambridge: Cambridge 

University Press, 1966), 72. Blackstone referring in general to strangers had 

earlier written: ―for so long as their nation continues at peace with ours, and 

they themselves behave peaceably, they are under the king‘s protection; 

though liable to be sent home whenever the king sees the occasion.‖ 

Commentaries (1765) I, 259-260. 
ii
 Magna Carta, chapter 41, says: ―All merchants shall have safe and secure 

exit from England, and entry to England, with the right to tarry there and to 

move about as well by land as by water, for buying and selling by the 
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ancient and right customs, quit from all evil tolls, except (in time of war) 

such merchants as are of the land at war with us. And if such are found in 

our land at the beginning of the war, they shall be detained, without injury 

to their bodies or goods, until information be received by us, or by our chief 

justiciar, how the merchants of our land found in the land at war with us are 

treated; and if our men are safe there, the others shall be safe in our land.‖ 
iii

 5 Geo. V, chapters 28 & 34. 
iv

 5 Geo. V, chapter 34. 
v
 This provision was a reenactment of Naturalization Act, 1870. Also see, 

Fassbinder v. Attorney General, 1922. The provision was amended in 

1933. The new provision said that if a British woman subject acquired her 

husband‘s nationality or declared alienage only then she would lose her 

British nationality. However, it is not until 1948 that women in the UK 

were granted their own right to nationality regardless of their marital status. 
vi

 For a detailed analysis of the views of the two parties, see Gerald L. 

Neuman, Strangers to the Constitution: Immigrants, Borders, and 

Fundamental Law (New Jersey: Princeton University Press, 2010). 
vii

 Leonard Dinnerstein, ―The Supreme Court and the Rights of Aliens,‖ 

This Constitution Fall 1985, no. 8: 25–35. 
viii

 The Harvard Law Review Association, ―Developments in the Law: 

Immigration Policy and the Rights of Aliens‖ 96, no. 6 (April 1983): 1301. 
ix

 Johnson v. Eisentrager 339 U.S. 763 (1950), accessed July 27, 2015. 
x
 Foreign Department Files, Miscellaneous, Vol. 331, National Archives of 

India. Also See, Paula Banerjee, Borders, Histories, Existences: Gender 

and Beyond (New Dehli: Sage Publications India Pvt Ltd, 2010) pp. 11, 35.  
xi

 According to Lord McNair and Watts there was hardly any distinction 

between subjects and aliens in the British Empire prior to WWI. C.B.E. 

Lord McNair and A.D. Watts, The Legal Effects of War (Cambridge: 

Cambridge University Press, 1966). But this does not mean that there was 

not legal distinction, or that the Empire did not want one, but that the 

change that occurred by WWI made the previous change seem negligible.  
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Private internal reports as evidence in court: The 

case of Stangeskovene investigation in Norway 

Petter Gottschalk 

Abstract 

Fraud examiners, financial crime specialists and counter fraud specialists 

are in the business of private internal investigations for their clients. In the 

case of Stangeskovene in Norway a verdict from Oslo District Court dated 

December 16, 2014,  says that “investigators‟ judgments have limited 

evidentiary value”, and that the court has noted “three fundamental flaws in 

the investigation report”. While investigators nicely concluded that “the 

company disclosure scheme is practiced illegally” and that the investigation 

has “revealed violations of the Shares Act”, Oslo District Court found no 

violations of laws in their three rulings from November and December in 

2014. On the contrary, plaintiffs lost on all accounts as they tried to push 

the investigation report in front of them as evidence in the cases concerning 

shares in Stangeskovene. 

Keywords: private investigation, internal investigation, fraud examiners, 

financial crime specialists. 

Introduction 

Fraud examiners and financial crime specialists are in the business of 

private internal investigations for their clients. A number of studies have 

emphasized the problematic privatization of crime investigations 

(Schneider, 2006; Williams, 2005) and the problematic cooperation with 

regulators and law enforcement (Brooks and Button, 2011; Williams, 

2008). According to Williams (2008), cooperating with the police may 

subject both individuals and the company to the added jeopardy of 

regulatory scrutiny and class action lawsuits, as information revealed to the 

police may be used to support actions in other juridical settings. On the 

positive side we find the emergence of counter fraud specialists (Button et 

al., 2007a, 2007b; Button and Gee, 2013; Tunley et al., 2014) and 

initiatives of voluntary organizations such as ACFE (2014) and CFCS 

(2014).  

The purpose of this article is to explore the importance of private 

investigation reports when presented as evidence in court. The case of 
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Stangeskovene is described and discussed to illustrate how a judge 

considered an investigation report in Norway in December 2014. This 

article provides insights into the often hidden and secret world of private 

investigators.  

 

Financial Crime Specialists 

Private investigators examine facts, causes and responsibilities for negative 

incidents. Their inquiries include fact finding, causality study, change 

proposals and suspect identification. Recent years have seen an increasing 

use of investigation in terms of the assessment of financial irregularities. 

The inquiry form – which primarily takes place in public and private 

companies – aims to uncover failing internal controls and any financial 

incidents such as corruption, embezzlement, tax evasion and other forms of 

economic crime.of economic crime (ACFE, 2014; Button et al., 2007a, 

2007b; Button and Gee, 2013; CFCS, 2014; Machen and Richards, 2004; 

Markopolos, 2010; Morgan and Nix, 2003; Schneider, 2006; Tunley et al., 

2014; Wells, 2003, 2007; Williams, 2005). Private investigators do not 

have the same powers as the police, but they do not have to work according 

to strict guidelines such as the police either. 

A well-known financial crime specialist in the United States is attorney 

Anton R. Valukas. He examined the bankruptcy at Lehman Brothers 

(Valukas, 2010) and the ignition switch ignorance at General Motors 

(Valukas, 2014). 

Background ofStangeskovene Investigation 

Financial crime specialist Elisabeth Roscher at Ernst & Young investigated 

Stangeskovene in Norway, after a court ruled that an investigation into 

sales of shares was claimed by minority shareholder Christen Sveaas. 

Christen Sveaas is a Norwegian businessperson running his own 

investment company Kistefos.  

Roscher is a lawyer and is head of the investigative and forensics team at 

Ernst & Young in Norway. Elisabeth Roscher has worked as a senior 

public prosecutor in economic crime at the Norwegian National Authority 

for Investigation and Prosecution of Economic and Environmental Crime 

and in the Competition Authority in Norway. She conducted the 

Stangeskovene investigation together with financial crime specialist Helge 
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Skogseth Berg. Berg is a partner at law firm Lynx. He is both a certified 

public accountant as well as a lawyer with experience from Arthur 

Andersen and law firm Thommessen. He has also been a state prosecutor in 

financial crime cases. The report by Roscher and Berg (2013) on the 

Stangeskovene investigation is the subject of this case study.   

As will become evident when reading this case presentation, I supplied 

both parties with my evaluation of the private investigation when Oslo 

District Court handled the case in November 2014. Furthermore, an email 

from a shareholder was approved for publication in this article. 

The story of Stangeskovene starts along the river Tista in the southern part 

of Norway in Halden waterways already in the 1600s – perhaps even 

before. For centuries the family Stang has been linked to forestry and 

timber trade in those waterways. It was only in 1899 that the Stang family‟s 

multifarious activities were collected in one company, and it was Niels 

Anker Stang who stood behind it. When he was 67 years old he wrote a 

letter to his eldest son in law, Dr. Johan Schweigaard, where he expressed a 

desire to leave properties, which then amounted to about 175,000 acers, to 

his sons in law (www.stangeskovene.no).  

Niels Anker Stank had a long-term perspective on their business. His sons 

in law came up with operating models that ensured the development of a 

strong and profitable business. As a foundation were two pillars – a long-

term forest policy and a long-term personnel policy. Later generations and 

leaders of the company have led the legacy. Even during periods of 

increased competition and strongly alternating access to saw logs, the 

company has stayed at its long-term business idea: Stangeskovene is a 

provider of quality wood adapted to market needs 

(www.stangeskovene.no). 

Court Order for an Investigation 

A court order was the basis for the private investigation of Stangeskovene. 

A minority shareholder has the right to ask for a private investigation if 

there are suspicions of misconduct and crime by majority shareholders. 

Minority shareholder Christen Sveaas put forward a request for an 

investigation of Stangeskovene, where the firm by the board opposed 

examination. Romerike District Court ruled on November 2, 2011, that the 

petition for an investigation was not upheld. Sveaas appealed to a higher 

court, and Eidsivating court of appeals ruled on February 12, 2012 that the 
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petition for an investigation was upheld. Attorneys Elisabeth Roscher and 

Helge Skogseth Berg were appointed as examiners (Eidsivating 2013a). 

Furthermore, the court dismissed the case of interfering into the work that 

investigators were doing. 

Later, Stangeskovene denied paying investigators Roscher and Berg close 

to the equivalent of one million US dollars for the investigation. 

Eidsivating (2013b) court of appeals ruled that Stangeskovene had to pay. 

Stangeskovene appealed the decision to Norwegian Supreme Court which 

ruled on May 24, 2012 that the appeal should be dismissed. Attorney 

AsleAarbakke was Stangeskovene‟s defender. Aarbakke tried after the 

defeat in the Supreme Court to ask the district court on December 7, 2012 

for involvement in the investigation to get access to the case and to ensure 

contradiction in connection with the investigation. But the district court 

concluded that the court should not play any active role while the 

investigation was ongoing. Therefore the court could not make any 

decisions regarding transparency or convene the hearing in the 

investigation period, as Aarbakke claimed. 

Stangeskovene appealed this decision on December 19, 2012 to Eidsivating 

court of appeals. As party were given the two investigators Berg and 

Roscher. Both of them pushed back in their own response to the appeal. In 

a writing on January 8, 2013 to the process, declared attorney Anders 

Ryssdal, on behalf of Christen Sveaas, intervention in favor of the two 

investigators, but a few days later the intervention was withdrawn by 

Ryssdal (Eidsivating 2013a, 2013b). The point here is not about details of 

court procedures in Norway, but rather the complicated initiation of as well 

as working environment for the private investigation by Roscher and Berg 

(2013). 

Description of the Stangeskovene Investigation 

Elisabeth Roscher at Ernst & Young law firm and Helge Skogseth Berg at 

Lynx law firm conducted the private investigation of share transactions at 

Stangeskovene. Minority shareholder Christen Sveaas demanded 

investigation (Eidsivating, 2013a, 2013b; Roscher and Berg, 2013). The 

investigation did cost 5.7 million Norwegian kroner (approximately 

900.000 US dollars), with 3 million to Berg and 2.7 million to Roscher. At 

stock judicial scrutiny are only shareholders recipients of the confidential 
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investigation report. I requested access to the report, and shareholder 

Christen Sveaas sent it to me in April 2014. 

The investigators concluded that the dissemination scheme which ensured 

that family got first refusal to 800 shares, was illegal. It represents 20 

percent of the shares in the company. 

The investigation report by Roscher and Berg (2013) of 94 pages seems 

devoid of description of investigation method. There are no competing 

hypotheses or discussion of alternative methods to resolve the mandate. 

The report is primarily a storytelling about stock trades over the last thirty 

years. The conclusion of the investigation is clear enough, that a series of 

offences have occurred, but the conclusion seems poorly documented and 

the documentation is not rooted in analysis. The legal investigation was 

complicated by Stangeskovene directors and majority shareholders, who 

opposed the investigation and opposed the bill from investigators when the 

investigation was complete. When a private investigation is initiated by a 

court order, the investigated firm has to pay the bill from the financial 

crime specialists (Eidsivating, 2013a, 2013b; Riisnæs, 2014a, 2014b). 

The investigators Berg and Roscher (2013) have answered the mandate, 

which among others included to inquire whether current or former boards” 

have acted in violation of the law, the bylaws and/or good business 

practices in connection with the stock trades that were mediated through the 

board or where the board has otherwise been involved in stock trading”. 

Investigators answered yes to the question whether the board has acted 

contrary to and violated laws and regulations. 

In the report of 94 pages, simple storytelling stretches from page 17 to page 

77. Thus the entire 64% of the report is pure reproduction of what has 

happened over the last thirty years. It is know-what in terms of what 

happened, there is little know-how of how it happened, and there is nothing 

about know-why of why it happened. 

First on page 74 appears a sudden utterance from investigators: “It is our 

belief that the real consent in all these incidents had already occurred”. 

Such an expression of opinion inside a long storytelling represents a 

reprehensible presentation in an investigation report. This may seem like a 

trifle, but a professional investigation report develops gradually from 

description of the basis for the investigation, through description of the 

method of investigation, to the reproduction of what has happened, then 
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analysis including expressions of opinion, and then to a final conclusion. 

Such accumulation leads to the ultimate conclusion having great credibility. 

In the process from know-what via know-how to know-why, the 

investigator builds up credibility. Both report and reporters are in need of 

credibility if the client is to follow recommendations from investigators. 

The investigation report contains no hypotheses, neither about facts nor 

about causal relationships. Competing hypotheses could have been used to 

organize storytelling, where anecdotal evidence is assigned to hypotheses, 

as described by Brightman (2009).An alternative hypothesis to the 

dominating influence of economic profit as causality might be a controlling 

influence for the correct interpretation of Stang‟s last will as causality. That 

is, the motive of board members‟ actions might be Stang‟s will, rather than 

personal profit from keeping shares within the family. 

In the absence of alternative reasoning, the investigation report on pages 

77-88 is probably to be considered more as a subjective rather than 

objective investigation result. Objectivity is difficult, but investigators are 

to work just as hard to prove innocence as to prove guilt. That is a basic 

requirement in all investigations to reconstruct the past where named 

individuals are involved. More credible would therefore investigators have 

appeared if they had presented explanatory models and analyzed alternative 

cause-and-effect relationships for the board‟s handling of purchases and 

sales below market price. The impression of subjectivity is enhanced by an 

interview with Sveaas being reproduced uncritically on page 81. The 

interview addresses key topics such as company value and investor 

expertise without presenting alternative views or discussion of Sveaas‟ 

views. 

The legal opinions starting on page 86 is a series of conclusions, totaling 9 

conclusions. The conclusions are drawn without anchoring in previous 

story telling. The conclusions emerge as bombastic, such as “the chairman 

has violated his duty”, “the share trading penal code for equality principle 

is violated”, and “the mediation scheme has led to abuse of position”. The 

scarce evidence for these claims is spread in the storytelling. A better 

organization of the report would be to collect episodes that both support 

and do not support each conclusion. This would make the investigation 

report more credible. For example, here are several episodes that support 

the allegation that “the chairman has violated his duty”, but there also 

seems to be episodes that supports an alternative claim that the chairman 

did not violate his duty. Hence, investigators should have answered 
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questions like: What characterizes situations where the chairman has 

violated his duty? 

The point here is that the clear, but unfounded, conclusions and thus 

answers to the mandate would have greater credibility if the investigation 

report was built up in a more convincing way. If investigators had doubted 

and discussed their way through to conclusions, they would have been able 

to dismiss some objections along the way. If investigators also had 

presented and discussed episodes where duties and principles were not 

violated, then remaining episodes of likely violations could appear more 

clearly. 

Evaluation of the Investigation 

On this basis, the investigation report got the grade D on a scale from A 

(excellent) to F (failure) in my evaluation of investigation reports. This 

grade is based on 3 points for initiation, 2 points for work, 2 points for 

result, and 3 points for consequence on a scale from 4 (excellent) to 1 

(poor). My evaluation is as follows: 

A. Initiation. The starting point was clarified through the court decision to 

conduct a private investigation. The mandate was quite clear but not 

sufficiently clear. 3 points. 

B. Work. The work process is characterized by random document 

collection rather than reflection. Examiners may have been affected by 

tunnel vision, where you only find what you are looking for, namely 

breaches of rules and principles. 2 points. 

C. Result. Work result in the form of an investigation report is 

characterized by storytelling rather than methodological analysis and 

discussion. 2 points. 

D. Consequence. Based on the investigation, shareholders went to lawsuits 

against company directors. While Christen Sveaas sued for missing 

opportunity to buy shares, the family Hauge initiated a lawsuit for lack 

of market price by sales. 

The investigation report concludes on page 94 that “the mediation scheme 

has resulted in board members Niels Selmer Schweigaard, Niels Thomas 

Burchardt and Carl Heber in their periods as directors were disqualified to 

participate in all cases of stock broking in the investigation period”. 
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Examiners believe a number of offenses have taken place. Therefore, 

Sveaas and family members sued the company. The question whether 

Sveaas would gain support for his requirement of cancellation of share 

trades was to be decided in Oslo District Court in November 2014. 

That the board would avoid arousing “small sleeping bears – shareholders” 

Roscher and Berg, 2013: 21) will probably be used in court by plaintiffs to 

prove that the directors went far beyond their powers. The plaintiffs will 

probably emphasize in court the offense perspective that investigators have 

used. Perhaps defendants will present Stangeskovene in a larger historical 

context, where the company was supposed to continue as a family business. 

Plaintiffs will reject his context, because the family company opened up for 

others already in 1947, and Kistefos, Sveaas‟ company, bought its first 100 

shares in 1951. Christen Sveaas personally purchased his first shares in 

1980. 

Christen Sveaas as plaintiff may refer to the Supreme Court (Høyesterett, 

2013: 6) when he thinks it is wrong to argue that Stangeskovene should be 

viewed in a larger historical context, where the company was supposed to 

continue as a family business: 

It is Sveaas‟ missing connection to the Stang family that is the real 

reason why the board refused consent. This is reflected in the 

reasoning of pointing out that Stangeskovene is considered to be a 

family company. … This is clearly unfair. 

Sveaas‟ defense lawyer in the trial was attorney Anders Ryssdal in law firm 

Wiersholm. Sveaas received by an appeal court‟s decision legal costs for 

both district court and court of appeal. For Supreme Court work, attorney 

Ryssdal as paid one million Norwegian kroner from Stangeskovene, which 

was the losing party (Høyesterett, 2013). 

The investigation of Stangeskovene cost 5.7 million Norwegian kroner, 

which is almost equivalent to one million US dollars. At an hourly rate of 

about four thousand Norwegian kroner, it becomes 1425 hours. One might 

ask what all those hours have gone into. A possible answer is that the 

mapping of all stock trades in the last thirty years is laborious, because the 

company in general and the board in particular did neither have an 

overview nor wanted to assist the examiners. Therefore, investigators did 

probably have to spend a lot of time to detect and describe each single 
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stock transaction. However, if stock transactions were easily accessible for 

investigators, then the hour consumption seems quite unreasonably high. 

One of the merit‟s fundamental documents was the letter from the board at 

Stangeskovene to shareholders on March 12, 1947, in connection with an 

entirely new constitution for the company. Pre-emptive rights for the 

family and the board were repealed. This opened the company up for 

external shareholders, and the first one came in 1949. Kistefos came in 

1951. Later ship-owner Jørgen L. Lorentzen came with a large share 

fraction purchased from LauritzLegangerStang. Today, Sveaas owns most 

of the externally owned shares. 

Court Trial Based on Investigation Report 

The investigators concluded that the dissemination scheme which ensured 

that family got first refusal to 800 shares, was illegal. It represents 20 

percent of the shares in the company. Sveaas sued directors and family 

shareholders based on the investigation report. He demanded the annulment 

of equity trades, which were mediated by the board through thirty years 

from 1980 to 2011 (Riisnæs, 2014a). Also family shareholders felt cheated 

and went to litigation, because the investigation showed that directors 

bought their shares far below the price Sveaas was willing to pay (Riisnæs, 

2014b). 

Christen Sveaas was disappointed with my evaluation of the investigation 

report. I received the report from him in April 2014 and sent it to him one 

month later. He invited me out to one of his personally owned restaurants 

in Oslo to discuss my evaluation. He disagreed strongly on several 

accounts, but said it would be up to the court later that year to decide how 

much emphasis should be placed on the conclusions from investigators 

Roscher and Berg (2014). Christen Sveaas, who is one of Norway‟s richest 

persons, is a self-made business entrepreneur, and a colorful person, so an 

evening in his restaurant was indeed an interesting experience.  

The trial went in Oslo District Court in November 2014. Billionaire 

Christen Sveaas (58) meant the board at Stangeskovene had driven illegal 

stock broking for three decades. He demanded shares and compensation. 

Attorney Anders Ryssdal at Wiersholm was his council, while attorney 

Alex Borch at Hjort was council for the family defendants. Sveaas 

demanded to get 500-600 Stangeskovene shares at cost price without 

addition of interests and with deduction of dividends paid. Sveaas wanted 
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to pay the original sellers the selling price plus compensation, according to 

the lawsuit. 

Sveaas argued in court that the owners on the board used company cash to 

secure inexpensive shares for themselves (Kleppe, 2014a: 24): 

-The company uses its own funds to finance family share purchases. 

It is a criminal offence in my view, and extremely rough. It should 

not be possible, and it is contrary to the Shares Act. Here the family 

enjoyed free access to financing of share acquisitions over time and 

accumulated shares without others being knowledgeable about it. 

Excuse me, therefore, one just does not do things like that, said 

Christen Sveaas when he testified before the Oslo District Court on 

Tuesday afternoon. 

One of the events not detected by financial crime specialists Roscher and 

Berg (2013) was that shares were bought at the price of NOK 36 000, while 

Christen Sveaas two months later offered NOK 50 000. This incident was 

raised by selling shareholders, and first declined by purchasing 

shareholders (board members and their related), but this transaction was 

later transformed through a settlement. 

Ending of Stangeskovene Case  

Oslo District Court was to decide in a civil law suit whether Christen 

Sveaas as one of the shareholders had been prevented from buying more 

shares in Stangeskovene because of illegal actions on the part of board 

members at Stangeskovene. The case was presented to the court in 

November 2014. Investor Christen Sveaas was defended by attorney 

Anders Ryssdal from law firm Wiersholm, while the three board members 

were defended by attorney Alex Borch from law firm Hjort. The three 

defendant board members were Niels Selmer Schweigaard, Niels Thomas 

Burchardt and Carl Heber. 

Attorney Borch read from my evaluation of the investigation report by 

Roscher and Berg (2013) in court. He included both some of my general 

views on private investigations as well specific criticism of the 

investigation of the Stangeskovene. The three board members found this to 

be very useful for them, because it strengthened their claim that the 

investigation was one-sided and unbalanced.  
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In an email to me the same evening, Niels Selmer Schweigaard 

(niels.schweigaard@gmail.com) wrote: 

Date: 17/11/201410:08 p.m. 

Subject: Criticism ofthe investigation reportin the 

book"Strategicexamination" 

Hi 

  We experiencedthe investigationas asubstantialabuse.There was 

nowillingness to listento ourpresentation.Explanationsthat 

wouldstrengthenour cause,for exampleauditor, was just droppedby 

investigators, and a value assessment of forest values was obtained by 

investigators without contact with either the board or the administration. 

The assessment built therefore on wrong data and became misleading. I 

tried on two occasions to get the courts to intervene, but it did not succeed. 

The layout of the report reflects that investigators had made up their minds. 

Despite the fact that we sent 12 pages of comments, our views are barely 

referenced. Investigators have relied on “bombastic” allegations without 

any discussion of how the facts are assessed against their conclusions, and 

the factors that strengthen our arguments. 

It was therefore both a relief – and a significant strengthening of our 

argument that an independent and external person had pointed at the 

report’s untenable weaknesses. 

Thank you for your help, we are now awaiting judgment. It is well every 

reason to believe that it will be appealed if it goes against him. 

Sincerely 

Niels Schweigaard 

Christen Sveaas lost on all counts in Oslo District Court. All the defendants 

were acquitted: IngeborgKnutsdatterAstrup, Alyson Lin Burchardt, Ellen 

Cathrine Burchardt, Katy Merete Burchardt, Niels Thomas Burchardt, Per 

Burchardt, Stine Marguerite Burchardt, Thomas Sigurd Burchardt, Carl 

Rasch Heber, Carl Johan Astrup Heber, and Niels Selmer. In the court 

document, the private investigation report by Roscher and Berg (2013) is 

considered to have limited value as evidence (Oslo tingrett, 2014a). 

mailto:niels.schweigaard@gmail.com
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The court noted three fundamental errors in the investigation report 

concerning the mediation scheme for shares that was practiced in 

Stangeskovene (Oslo tingrett, 2014a: 23): 

Firstly, a description is given that covers the entire investigation 

period without nuance in time, secondly, it is assumed that inquiries 

from selling shareholders were forwarded to the board at 

Stangeskovene, and finally that it is assumed that the chairman 

orally raised the issue of dissemination within or outside board 

meetings. 

In a parallel court hearing in Oslo District Court, the judge commented as 

follows on the investigation report (Oslo tingrett, 2014b: 18): 

The mandate for the investigation was unnecessarily extensive, both 

the long period of 31 years and the various topics such as inherit 

transitions, gifts and impartiality. For several of the years 

investigated, there were no findings. Large parts of the investigation 

report concern or detect circumstances that are not blameworthy. 

Four family shareholders were first sued by Stangeskovene, but two of 

them signed a settlement. The remaining case was to be prosecuted in Oslo 

District Court the following month of December 2014. 

Attorney Alex Borch said to daily Norwegian newspaper 

„DagensNæringsliv‟ after the verdict that Christen Sveaas has caused 

expenses for Stangeskovene of 3,4 million kroner to achieve 326.000 

kroner in compensation. Stangeskovene‟s attorney was Sven Eriksrud, and 

Sveaas‟ attorney was Anders Ryssdal (Kleppe, 2014b). 

A third and final verdict from district courts in the Stangeskovene legal 

matters was passed in Oslo District Court as scheduled in the month of 

December 2014. Again, the case was dismissed, and Niels Selmer 

Schweigaard and the others won in court. In the verdict of 25 pages (Oslo 

tingrett, 2014c), it says about the investigation report by Roscher and Berg 

(2013): 

 The investigators judgments have limited value as evidence. 

 There are three fundamental errors in the investigation report: there 

is no differentiation in time, it is assumed that the board was 
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informed, and it is assumed that the chairman discussed issues in 

board meetings. 

This is interesting in light of the fact that Roscher and Berg (2013) 

concluded that their investigation has proved that the company‟s disclosure 

scheme was practiced illegally, and that abuse of positions in the company 

had occurred. 

After the verdicts in Oslo District Court, I wrote the following note for the 

Norwegian daily business newspaper “DagensNæringsliv” in late 

December 2014, under the heading “Private Investigators Astray”: 

Private investigations of suspected economic crime have become 

profitable consulting business for auditing firms and law firms. The 

client points at what should be investigated (the mandate), and 

investigators draw firm conclusions that satisfy clients. Often 

innocent victims of miscarriage of justice emerge in this process. It 

happened for example in the investigation of the Moscow School, 

Briskeby Stadium, and Hadeland and Ringerike Broadband. 

Now there is a verdict from Oslo District Court dated December 16, 

where it says that “investigators‟ judgments have limited 

evidentiary value”, and that the court has noted “three fundamental 

flaws in the investigation report”. While investigators nicely 

concluded that “the company disclosure scheme is practiced 

illegally” and that the investigation has “revealed violations of the 

Shares Act”, Oslo District Court found no violations of laws in their 

three rulings from November and December this year. On the 

contrary, plaintiffs lost on all accounts as they tried to push the 

investigation report in front of them as evidence in the cases 

concerning shares in Stangeskovene. 

Unfortunately, there are many private investigators that are 

constantly astray. This is bad, because the trust in private 

investigators – especially if they call themselves lawyers – is still 

quite high. There is an acute need for quality control and 

certification of these people, before they impact more innocent 

victims. 

As Schweigaard suggests in his email to me, it is likely that the district 

court decision will be appealed, so the case goes on.  
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Discussion 

This article is different from traditional research papers in many respects. 

First, the article has introduced the issue of private internal investigation 

reports in terms of quality and relevance for court decisions as exemplified 

in the case of Stangeskovene investigation.Next, an example of an 

investigator is Anton Valukas, although he is not involved in the case. 

Third, I introducemyself as an actor in the case in terms of grounded 

research. It does not make me a party in the case, asI provided both parties 

with a personal evaluation of the investigation report. Obviously, my 

evaluation reached the same conclusion as the court eventually did – that 

the evaluation was not of a relevance and quality to help win the case for 

the plaintiffs – which was already made public as a judgment before the 

trial in court. 

Fourth, the legal wrangling leading up to the investigation is presented. 

This part may be difficult to understand for non-Norwegian non-jurists, and 

it is thus concluded that the point of presenting it was not about details of 

court procedures in Norway. Fifth, I presented in this article my negative 

evaluation of the report and its results, including point markings. The latter 

part of my evaluation presents different facts from the trial. This part might 

have been difficult to follow for someone who is not intimate with the case. 

Fifth, it was important to deal with the price of this investigation. 

Sixth, my grounded research is further exemplified by mentioning the 

dinner invitation by the plaintiff to one of his personally owned restaurants, 

and that it was indeed an interesting experience. Another example is the 

email from one of the defendants where I am thanked for my help with 

pointing out the report‟s untenable weaknesses. 

Finally, the different court rulings are cited and shown to substantiate my 

views, as the investigation report is deemed invalid. I also added a note 

published in a business newspaper where I am interviewed, to illustrate the 

subjective and explorative nature of my research.  

Based on all these characteristics, there is indeed a need for further research 

to reveal the hidden and secret world of private investigators. 
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Conclusion 

A number of issues, dilemmas, problems and challenges in private 

investigations are important to explore in order to understand the business 

of financial crime specialists. Their hidden world is problematic. It was 

Williams (2005) and Schneider (2006) who first described and discussed 

problems related to privatizing economic crime enforcement and 

governance of private policing of financial crime. Since their research one 

decade ago, few of the problems they identified have been solved. Rather, 

the forensic accounting and corporate investigation industry has grown 

rapidly without any signs of effective regulation or self-regulation. 

Exceptions include the emergence of the counter fraud specialist in the 

United Kingdom (Button et al., 2007a, 2007b; Button and Gee, 2013) and 

the works of voluntary organizations such as ACFE (2014) and CFCS 

(2014). 

In the case of Stangeskovene in Norway a verdict from Oslo District Court 

dated December 16, 2014,  says that “investigators‟ judgments have limited 

evidentiary value”, and that the court has noted “three fundamental flaws in 

the investigation report”. While investigators nicely concluded that “the 

company disclosure scheme is practiced illegally” and that the investigation 

has “revealed violations of the Shares Act”, Oslo District Court found no 

violations of laws in their three rulings from November and December in 

2014. On the contrary, plaintiffs lost on all accounts as they tried to push 

the investigation report in front of them as evidence in the cases concerning 

shares in Stangeskovene. 
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This book is the first original research on the police fear of not using 

technology. The book endeavors to discover a new trait of police culture ─ 

technophobia ─ that the author has observed as a police officer and embarked 

upon this project to unearth its reasons. 

 

The author is a senior police officer at Police Service of Pakistan. Currently, he 

serves as director general of forensic science division Khyber Pakhtunkhwa 

police at Peshawar. He has remained district police chief at various districts of 

Khyber Pakhtunkhwa. Previously, he has served as additional secretary at the 

Home and Tribal Affairs Department Government of Khyber Pakhtunkhwa. 

He has also worked as a chief financial officer of the Khyber Pakhtunkhwa 

police department. He has been awarded distinguished service award for 

establishing an Institute of Forensic Science at Peshawar on self help basis. He 

has remained member of police policy board Khyber Pakhtunkhwa. He has 

authored a research peace brief on Former UN Peacekeepers: Agents of 

Cultural Change in Pakistan's Police published by the United States Institute 

of Peace, Washington DC. He is the lead trainer at Police School of 

Investigation Peshawar. He has received master in criminology from King's 

College London and graduate certificate in public policy from University of 

Minnesota. He is the recipient of Fulbright Award. 

 

 

The book, Police Technophobia, is divided into five chapters. The first chapter 

gives an introduction about the concepts of police culture and police 
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technology. It further narrates how police culture resists the advent of new 

technology and how police culture adapts new technology. Chapter two deals 

with the types and history of police technology starting from the eighteen 

century nightstick and comes up to to the recent developments in policing 

technology like the DNA's, lie detectors and geo tagging. In chapter three, the 

genesis of police technophobia is explored.  

 

And thus the following five main universal causes of police fear of not using 

technology especially information and communication technology (ICT) have 

been found. In the first place, cop culture has a pet aversion to the learning of 

new skills and information sharing. Cops believe that they can learn everything 

on the streets and many aspects of policing cannot be taught in sterile 

environment of classrooms of police training institutes. This point of view is 

further reinforced by the prime traits of the police culture: cynicism, 

conservatism and pessimism. Similarly, they are averse to information sharing: 

they are retired from service and take their personal information diaries to the 

grave but do not share it. However, information technology makes them share 

information in a meaningful way, both vertically and horizontally. Secondly, 

information age has lead to the erosion of police discretion and the idea of 'real 

police work'. They believe that using the IT equipment is not the real police 

work: the real police work is the robust law enforcement, making arrests, 

interrogations, sting operations and huff and puff of hot pursuits. The use of 

cyber space gadgets has made the police data filling clerks. There is no thrill in 

it. Thirdly, information technology has enhanced organizational accountability. 

The ICT has put them under a microscope and thus it has reduced their powers. 

ICT is like a big boss breathing over at police staff shoulders all time. 

Fourthly, ICT has lead to the civilianization or pluralization of police work. 

Every new ICT related equipment brings a civilian in the police department. 

The civilian or non-sworn officers then become the analysts or consultants and 

do performance audit of the uniformed police. They become masters of 

comparative statistics .and thus believed to be the Oracles in the police 

although they are operating outside the main police culture. Lastly, ICT has 

created new hierarchies and job structures. The rigid layers of command and 

control are melting away. New network type hierarchies came into existence 

where staff  members can interact across all ranks and files. Leading from the 
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front role hardly exists. The ICT has also altered the job structures. Many 

police jobs now do not look like police jobs at all.  

 

The fourth chapter is a critique on the actual use of information and 

communication technology by the police forces world over. It demonstrates 

how police culture actually resists the use of new technology both at street 

level and management level and what happen to technology when it is partially 

accepted. The last chapter aims at a conclusion where the future policing - as 

information brokering service - has been analyzed with reference to the 

growing 

policing role in counter terrorism scenarios which has led to major shifts in the 

policing styles all over the world. 

 

Understanding of police technophobia is important for police leaders ,police 

reformists and other public safety professionals as it has wide range of 

operational and policy implications. As stated earlier the new security 

environment has redefined policing as an 'information brokering service'. And 

the post 9/11 and other world counter terrorism scenarios has ushered in an era 

of multilatralization of policing which means, inter alia, more computers, 

acceptance of more civilians in the police departments, large number of fusion 

centers, across the board accountability and establishment of output based 

budgeting regimes. 

 

The author comes with some of the shelf recommendations. To him, the future 

researchers would make some new inroads in police technophobia which 

would help in the demystification of police culture as a whole. I suggest that 

the antidote for cure of police technophobia lies in the organizational change 

which can be brought about by seven different ways: Firstly, the change can be 

accelerated through the creation of some new specialized agencies or task 

forces for specific limited purpose and defined missions and once these 

specialized units achieve the objectives then that should be disbanded and fresh 

task forces should be formed. This attempt would break the organizational age 

of the main police culture because older the organization the difficult it is to 

reform.Secondly, many police departments are re-employing the retired senior 

cops; this practice needs to be discontinued and police departments should be 

made free of dinosaurs: truly, some retired police officers are the IT gurus, 
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exceptions are always there. Thirdly, proper accountability mechanism should 

be put in place that exclusively deals with the problems arise from 

communication failure or technophobia. The accountability units should gauge 

the level of acceptance and resistance of new technology in the police both at 

street level and senior level. Fourthly, the ICT component in police training 

and other refresher courses should be further enhanced and the trainees should 

be made to use information technology in all their daily activities and fifthly, 

Laptops or other Personal Digital Assistants (PDA) should be made an integral 

part of the police uniform. Efforts should be made to innovate and promote 

new police icons where ICT gadgets should be given equal importance as 

batons, guns and handcuffs. Further, fresh avenues should be opened for 

civilians to join the police and the civilian staff should be provided equal 

opportunity to rise and shine. Lastly, two different approaches should be 

adapted to fight police technophobia amongst the street level cops and senior 

level police managers.  

 

 Lastly, it is noted that there should have been two more considerations 

in the book. Firstly, there are certain typing and linguistic mistakes and proper 

and ample proof-reading was must before final publication. Secondly, the 

author should have taken the KPk Police as a case-study where new 

technologies are added to the Police Department since September, 2013. It 

would have been better to have assessed the impact of these new additions to 

the police for enhanced efficiency, quick responses and scientific investigation. 

The author may have a second and revised edition with critical evaluation of 

the ‘KP Police response to technophobia’ which is no doubt a great success.  




