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Abstract

This research analyzes the intelligence strategies employed by the Directorate
General of Customs and Excise (DGCE) in Indonesia to combat the evolving
landscape of smuggling in the era of Industry 4.0. The study aims to identify and
analyze current intelligence practices and subsequently formulate effective
strategies for early detection, prevention, and suppression of smuggling activities.
Employing a qualitative research methodology, the study utilizes NVivo 14
software to analyze data gathered from relevant sources. The findings reveal a
significant increase in the complexity of smuggling operations, characterized by the
involvement of transnational organized crime syndicates, sophisticated trade-based
money laundering schemes, and the exploitation of electronic commerce (e-
commerce) platforms. Despite these challenges, the research indicates that customs
intelligence has not been fully maximized as a tool for economic security.
Therefore, this study proposes the adoption of a dynamic and adaptive customs
intelligence strategy. This strategy encompasses crucial aspects such as
strengthening legal frameworks, optimizing organizational structure, enhancing
human resource capabilities, and modernizing intelligence facilities and
infrastructure. With implementing these recommendations, the DGCE can optimize
the role of customs intelligence in safeguarding national economic security and
effectively enforcing customs and excise laws in the face of increasingly
sophisticated smuggling threats.

Keywords: Customs Intelligence, Economic Intelligence, Smuggling Threat,
Industrial Revolution 4.0, National Security.

Introduction

The Industrial Revolution was characterized by significant changes in
resource management and technology. Each phase of the revolution, from 1.0 to
4.0, resulted in major impacts on the global economy, society and politics. The 4.0
revolution focuses on the digitization of manufacturing through big data,
computing, business intelligence, human-machine interaction, and technologies
such as robotics and 3D printing. According to Klaus Schwab, the Industrial
Revolution 4.0 is a profound change in the way humans produce, consume, and
interact, driven by the integration of the physical, digital, and biological. Its impact
extends to the economic, political, and social spheres, with technologies such as Al,
10T, automation, and robotics affecting sectors including customs through physical
and technological clusters. New materials such as graphene and
polyhexahydrotriasine (PHTS) are not yet classified under the Harmonized System
Code, making it difficult to charge import duty rates. Unmanned vehicle (drone)

1 Magister of Intelligence Studies, National Intelligence College, Sumur Batu, Babakan
Madang, Bogor, Jawa Barat 16810, Indonesia. Email. reza.pahlevi@pm.me



mailto:reza.pahlevi@pm.me

1088 Reza Pahlevi

technology is also fueling driverless smuggling challenges. These types of cross-
border crimes, including smuggling, illicit trade, trafficking, and customs fraud,
have a significant impact on the global economy (Klaus Schwab, 2020).

According to UNCTAD 2018, these illicit activities lead to the loss of
approximately USD 2 trillion per year. Meanwhile, a GFI report revealed that 77.8%
of illicit financial flows in developing countries are caused by miss invoicing. The
2019 GFI report estimated that Indonesia lost US$6.5 billion in potential tax
revenue due to miss invoicing in 2016. This loss of revenue consisted of US$3.9
billion from exports and US$2.6 billion from imports. Meanwhile, e-commerce is
growing rapidly, estimated to grow from $300 billion in 2020 to $1 trillion in 2030.
E-commerce allows manufacturers to sell directly to end consumers and reduces the
role of traditional distribution. The Industrial Revolution 4.0, the COVID-19
pandemic, and the Ukraine war exacerbated the disruption of global supply chains,
pressuring customs to speed up processes without compromising security. The
Directorate General of Customs (DGCE) has implemented a profile-based risk
management system for selective inspection. However, the DGCE's intelligence
strategy has not adopted the strategic intelligence approach needed to face the
challenges of smuggling in the era of the Industrial Revolution 4.0.

This study was prepared to examine effective and adaptive intelligence
strategies in dealing with smuggling threats according to the dynamics of the
strategic environment since the Industrial Revolution 4.0 era by integrating
intelligence theory with strategic management to answer research questions,
namely: how are the threats (factual and potential) of smuggling in the customs
sector since the era of the Industrial Revolution 4.0?, how is the evaluation of
international customs intelligence strategies compared to Indonesia's current
customs intelligence strategy in facing the threat of smuggling?, and how is the
formulation of Indonesia's customs intelligence strategy in facing the threat of
smuggling in the customs sector since the era of the Industrial Revolution 4.0?.
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Literature Review

Intelligence Strategy Concept

This research integrates strategy theory and intelligence theory to formulate an
intelligence strategy through three stages: strategy analysis, choice, and
implementation. Strategy, originally a military concept, is now widely applied in
various fields. Strategy is a conscious and purposeful plan to achieve specific goals
(Mintzberg, et al. 2003). In the business world, there are various types of strategies,
such as integration, intensive, diversification, and defensive (Mulyadi 2007).
Strategies are also classified by level, ranging from corporate to operational (Porter
1980). Strategic management involves the formulation, implementation, and
evaluation of strategies through a comprehensive analysis of the organization's
internal and external factors (Yam 2020).

Intelligence theory, according to Hank Prunckun, defines intelligence as process,
knowledge, organization, and product (Prunckun 2010). The intelligence cycle
includes the stages of information collection, processing, analysis, and
dissemination. Intelligence is classified into strategic, operational, and tactical
based on its scope and function. Intelligence components include research,
counterintelligence, espionage, and covert operations. Intelligence typologies
include national security, military, law enforcement, economics, and business, each
with different characteristics and objectives.

Disseminat
ion

Figure 2 The Intelligence Cycle

@

Intelligence strategy is an adaptive and competitive systematic approach to
achieving intelligence and national security objectives. The characteristics of
intelligence strategy include a systematic approach, speed, accuracy, secrecy,
adaptability, and utilization of information technology (Gottschalk 2010). There are
three types of intelligence strategy: offensive, defensive, and combined (Lowenthal
2011, Betts 2015, Johnson 2010). The levels of intelligence strategy include grand
strategy, operational strategy, and tactical strategy (Andrew 2018, Warner 20009,
Hulnick 2006). Intelligence strategy management involves strategic analysis,
strategic choice, and strategy implementation (Akhgar, Yates and Lockley 2013).
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The World Customs Organization (WCO) published the Risk Management
Compendium (WCO 2018) which contains Global Information and Intelligence
Strategy (GIIS) and National Information and Intelligence Strategy (NIIS)
guidelines for the development of customs intelligence strategies. The NIIS covers
aspects such as the legal framework, intelligence functions, use of information, and
cooperation. Strategy formulation involves identifying issues, developing a
framework, and an action plan. The WCO intelligence strategy framework includes
intelligence principles, levels, types, definitions, objectives, products, and
implementation. The case study of customs intelligence strategy formulation in
Egypt (USAID 2006) shows the importance of an efficient intelligence structure,
vision and mission, organizational culture, objectives, and international
cooperation.
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Smuggling Threat Concept

Threats involve an agent and a threat object, analyzed based on the agent's intentions
and capabilities. Threat classifications according to Robert Ring include minor,
moderate, serious, and critical. Threats consist of factual and potential, as well as
military, non-military, and hybrid.

Desire
Moderat
Expectation
Knowledge
—
Resources
Figure 7 Threat

Figure 6 Threat Theory Stratification Theory

Smuggling is the illegal movement of goods across national borders (Gallien
and Weigand 2002).There are two types of smuggling: outright smuggling and
technical smuggling. Customs fraud, such as misclassification and mis invoicing, is
also addressed in this study. Meanwhile, the Customs Law categorizes smuggling
into two types: import and export.
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Figure 9 Common Forms of Customs Fraud

Smuggling threats are classified into minor, moderate, serious and critical
based on their impact. The impacts of smuggling include economic losses, harm to
humans and the environment, and threats to national security.
Dynamics of the Strategic Environment Since in Changing World

Globalization and Industrial Revolution 4.0 (IR 4.0) trigger significant
changes in corporate and customs strategies. IR 4.0, characterized by digital
technology, demands adaptation of strategic management in various sectors.
Society 5.0 emphasizes improving the quality of life through technology. One Belt
One Road (OBOR) promotes global economic connectivity and growth. These
phenomena create a volatile, uncertain, complex, and ambiguous (VUCA)
environment that demands adaptive and innovative strategies.
Research Methodology
This research uses a qualitative methodology with a descriptive and inductive
approach to analyze the threat of smuggling in the Industrial Revolution 4.0 era
(Sugiyono 2017, Moleong 2013). Primary data was collected through interviews
with academics, practitioners and policymakers, while secondary data was obtained
from literature and document studies. Data analysis techniques included thematic
analysis, NVivo 14 software, PESTELO and SWOT analysis, and intelligence
analysis (Supriyadi 2022). Data validity was tested through triangulation and tests of
credibility, transferability, dependability, and confirmability.

Results and Discussion

Smuggling Threats and the Impact of the Industrial Revolution 4.0

This analysis combines interviews, literature review, previous research, and
supporting documents to provide a comprehensive picture of smuggling threats in
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the customs sector. Interviews were conducted to examine the threat of smuggling
in the customs sector, the strategy of customs intelligence in dealing with this threat,
and the impact of the industrial revolution 4.0 on these two issues. Interview data
were analyzed using the NVIVO 14 application. The words “intelligence”,
“customs”, and “smuggling” appeared most frequently, in accordance with the
research focus. Data validation and validity was done by triangulation, comparing
data from various interviewees, literature review, and other studies.
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Figure 10 Word Frequency Interview Results

To identify forms of smuggling threats, researchers used the text search criteria
feature with the keyword "smuggling." The results showed affiliation with words
such as "threat,” “types and forms," "definition," "goods," and "prevention." The
interviewees' responses were then grouped into codes, and the following are the
main points found:

1. Definition of smuggling
Smuggling is defined as the illegal activity of secretly entering or removing goods
in violation of customs laws and regulations. This definition is in line with the
Nairobi Convention, which distinguishes between customs offenses, customs fraud,
and smuggling. Unfortunately, the Customs Law in Indonesia does not provide a
specific definition of smuggling.

2. Types of smuggling
There are various types of smuggling, ranging from illegal imports, miss invoicing,
misclassification, to underassessment. The Customs Law distinguishes smuggling
into two types, namely import and export.

3. Factual and potential threats of smuggling
Smuggling commodities range from textiles, second-hand goods, narcaotics, illegal
cigarettes, toxic materials, and liquor to illegal electronic goods and protected
wildlife. The threat of smuggling has also become more complex with the advent of
digital trade that allows for the smuggling of digital goods.

4. Smuggling threat level
Smuggling is a major threat to the security and resilience of the country, especially
from an economic perspective. The impact is not only financial loss to the state but
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also undermines the principle of fair competition and threatens state sovereignty.
The threat level of smuggling can be classified based on commaodities, actors, and
the complexity of the impact, ranging from minor threats to critical threats.

5. Smuggling modes and motives
Smuggling modes include both physical and administrative aspects. The main
motive for smuggling is economic gain and high market demand for illegal goods.
Other contributing factors include ineffective government policies and poor
governance. The nature of the goods being smuggled, such as narcotics and
firearms, is also a motive.

6. Trends and dynamics of smuggling threats impacted by the Industrial

Revolution 4.0

While traditional smuggling trends are still high, white collar crimes such as
customs fraud are also increasing. The Industrial Revolution 4.0 brings new
challenges in the form of digital goods smuggling that has not been
comprehensively regulated in customs policy. DGCE prosecution data shows
fluctuations in the number of smuggling cases in the last five years, with an
insignificant downward trend.

P Maderste ) Serious > Crtical
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Goods
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Economic Security Human Security National Security

Figure 11 Classification of Smuggling Threats

Based on Prunckun's Threat Theory, the threat of smuggling can be assessed by
measuring the threat agent's intentions and capabilities. In this case, intention is
represented by the motivation for smuggling, while capability is represented by the
modus operandi. Robert Ring's theory is used to classify the threat of smuggling
based on the commaodity, the actor, and the impact.

Smuggling is a serious threat that requires enhanced prevention and
countermeasures. The necessary strategies include strengthening border
surveillance, increasing interagency cooperation, modernizing the customs system,
educating the public, and adjusting policies related to digital trade. This analysis is
expected to provide a comprehensive understanding of smuggling threats and
become the basis for formulating more effective countermeasure strategies.
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Figure 12 Terminology of Customs Offences

Evaluation of Customs Intelligence Strategy and Comparative Analysis with
International Standards This study evaluates customs intelligence strategies by
comparing WCO standards and empirical data. The aim is to provide a
comprehensive and reliable picture of the customs intelligence strategy in
Indonesia. Some of the key findings from the data analysis of interviews, literature
reviews, observations, and supporting documents include:

1. Organizational Structure: DGCE's intelligence unit is currently under the
Directorate of Enforcement and Investigation, limited to law enforcement
operations, and has limited resources.

2. Role: Customs intelligence plays a role in information collection and
analysis, early threat detection, and law enforcement.

3. Function: Focus on economic intelligence and law enforcement, providing
data for case handling and policy making.

4. Duties: Prepare materials for policy formulation, standardization, technical
guidance, evaluation, and implementation of intelligence.

5. Authority: Managing information for prevention and early detection, taking
action in urgent situations.

6. Activities: Conduct activities based on the intelligence cycle, with an
emphasis on conventional intelligence.

7. Methods: Using a combined approach of big data and conventional
intelligence.

8. Opportunities: utilization of Al, business process integration, and data
exchange.

9. Challenges: technology disruption, data security, and optimization of
intelligence functions.

10. Constraints: communication strategies, data exchange, and limited
intelligence positions.

11. Role Strengthening: The expansion of responsibilities and functions
increased interagency cooperation.

Gap Analysis

On this occasion, in conducting the evaluation, a gap analysis will be used to
determine whether Indonesia's current customs intelligence activities are in line
with WCO standards or whether there are still differences. In addition, gap analysis
can also identify the strategic position of Indonesia's current customs intelligence
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juxtaposed with world customs intelligence best practices. Gap analysis is
conducted by comparing DGCE's intelligence strategy with the WCO standard
(Global Information and Intelligence Strategy). The results show that DGCE has
only fulfilled 3 out of 15 WCO parameters, namely intelligence cycle, risk
management system, and capacity building. Recommendations that can be put
forward include: a). develop definitions of objectives, information, and types of
intelligence, b). determine the level of decision making. utilize various sources of
intelligence data, c). apply the basic principles of intelligence, d). develop relevant
intelligence products, and €). improve inter-agency cooperation.

a2 DBC
WCo 3

-14 -12 -10 -8 -6 -4 -2 0 2 4
WCO mDIBC

Figure 13 Gap Analysis DGCE Intelligence Strategy vs WCO Standard

PESTELO Analysis

PESTELO analysis was used to evaluate the external environment of Customs
Intelligence. The results show that Customs Intelligence is affected by various
political, economic, social, technological, environmental, regulatory, and
organizational factors. The resulting recommendations: a). strengthen the
organizational structure, b). strengthen the legal basis, improve the quality of human
resources, c). increase the budget, d). increase internal cooperation, €). utilize the
latest technology, and f). increase international cooperation.
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Figure 14 PESTELO Analysis
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Table 1 Worksheet of PESTELO Analysis

Comments and Impact
Obsservations Estimates Timing Direction | Risa/Fall Import
>
High 0-6 Months | + Postive | Increase Critical
Medium 7-12 Months | Negative | <Increase | Serious
13-24
Low Months 0 Neutral | = Stable High
0
Unknown >24 Months Unknown | Moderat
Minor
13-24
Political Strategic vision High Months - < Critical
13-24
National Security Policy Medium Months 0 = High
International Coorporation Low >24 Months 0 = Moderat
Economical Economic Growth High 7-12 Months + > High
International Trade Policy High 7-12 Months - < High
Digital Goods and Service
Trade Medium >24 Months - > Serious
Social Demographic Change High >24 Months + > High
Community Awareness Medium 7-12 Months + > High
Transnational Organized
Crimes High 7-12 Months - > Critical
Utilization of Al, Big Data
Technological | and Machine Learning Medium >24 Months + > High
Awareness of
Cybersecurity High 7-12 Months + Critical
Blockchain Technology Low >24 Months 0 = Moderat
Environtmenal | Climate Change Low >24 Months 0 = Minor
Geopolitics and
Geoeconomics Shifting High 7-12 Months - > High
Impact of 4th Industrial
Revolution, 5th Society High 7-12 Months - > Serious
Intelligence Norm at
Legal Customs Law High >24 Months + 0 Critical
Smuggling Definitions in
Customs Law High >24 Months + 0 High
Intelligence System and
Procedure High 7-12 Months + = Serious
Customs Intelligence
Organizational | Organizational Structure High >24 Months - = Critical
Comparrison of Similar
Entity Medium 7-12 Months + = High
Budget Allocation High 7-12 Months - = Serious

This evaluation and analysis show that Customs Intelligence in Indonesia needs to
be improved to be more effective in dealing with smuggling threats. It is important
for DGCE to restructure, revitalize, and adjust the strategy to be in line with
international standards and the dynamics of the strategic environment. Customs
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Intelligence Strategy Formulation to Face Smuggling Threats in the Era of Industrial
Revolution 4. The Industrial Revolution 4.0, with its digital transformation, brings
significant impacts to various sectors, including customs. This phenomenon
demands adaptation and formulation of new strategies, including in the field of
customs intelligence, to deal with increasingly complex smuggling threats (Augusto

Azael Perez Azcarranga, 2022).

Strategic Thinking Framework

This study uses a strategic framework to formulate a customs intelligence
strategy. The first step is to determine the vision, mission, core values, and

objectives of customs intelligence.

Strategic Thinking Framework
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Figure 15 Strategic Thinking Framework
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Vision, Mission, and Core Values
Currently, DGCE has not formulated a vision, mission, and core values specific to
customs intelligence. This research proposes the following:

e Vision: To be the World's Leading Customs Intelligence.

e Mission:
- To provide the best risk assessment in international trade facilitation.
- Protecting the public from illegal and dangerous goods.
- Presenting the best intelligence analysis in the collection of state revenues.

e Core Values: Fast, Accurate, Confidential, Integration, Adaptive,

Collaboration.

Goals and Objectives
The objective of Customs Intelligence is to detect, identify, assess, analyze,
interpret, and present intelligence to provide early warning and anticipate smuggling
threats. The goal of Customs Intelligence is to achieve these objectives effectively
and efficiently.
Key Stages of Intelligence Strategy Management
Strategy formulation involves three key stages: 1). Strategic Analysis, 2). Strategic
Selection and 3). Strategic Implementation.

/
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Figure 17 Key Stages of Intelligence Strategy Management
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1. Strategic Analysis:
The strategic analysis was conducted using SWOT analysis with the help of
NVivo 14. The results show some of the strengths, weaknesses, opportunities, and

threats facing Customs Intelligence. Gambar 1 SWOT Analysis Model

Table 2 Recommended Actions in the Direct Confrontation Matrix

and machine learning in risk
management, as well as using
remote sensing, and X-Ray
technologies.

intelligence analysis for early
detection and early
prevention of smuggling and
customs fraud threats .

S1 S2 S3 Wi w2 W3
Ol Offensive: Strengthen:
02 - strengthening the role and - restructuring the
function of  customs organizational
03 intelligence  into  law structure of customs
enforcement intelligence intelligence.
and economic intelligence. - revitalization of the
- utilization of information role and function of
technology disruption in strategic intelligence in
early detection and early decision-making.
prevention of violations. - improvement of
- cooperation with related regulations related to
agencies intelligence norms in
the Customs Law.
Tl Defensive: Survive:
T3 . .
- Implement technologies - moratorium on the
T2 such as artificial intelligence | imposition of import duties on

international trade in digital
goods.

- revamping cyber security
architecture to maintain data
security.

intelligence analysis for early
detection and early prevention
of smuggling threats

2. Strategic Choice:

Scenario analysis and cost & benefit analysis were used to select the most

appropriate strategy. Based on the results of these analyses, the offensive strategy
was selected as the most suitable strategy under the current conditions.
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Figure 19 Scenario Analysis

Offensive Strategy

Ends

Penguatan Peran Intelijen Ekonomi

Intelijen

Strategic
Choice

Revitaliasasi Peran dan Fungsi Intelijen

Regulasi

Penyempurnaan Dasar Hukum Intelijen | Ui

U Pabean

BM Barang Digital

Pembenahan Arsitektur IT Cyber Secutity

Cyber Threat Intel

Deteks| Dini Penyelundupan | Keglatan Intel

Analisis Inteljen

Ends Means |Way

m o Implementasi TIK dalam Analisis | Platform

“offensively” to

moderate threat, | ™Plementasi Cyber Security Platform | Procurement
Pengaturan BM Barang Digital Regulasi | PMK Barang Digital

Figure 20 Strategic Choice



1102 Reza Pahlevi

3. Strategy Implementation:

Implementation of the intelligence strategy includes an action plan and
budget allocation, revitalization of the role and function of intelligence,
recommendations for the design of the organizational structure and utilization of
information and communication technologies in intelligence analysis. Furthermore,
some of the strategic objectives identified include: 1). Revitalization of the role of
Customs Intelligence, 2). Improvement of regulations, 3). Organizational
restructuring, 4). Utilization of information technology, 5). Improvement of human
resource capabilities and 6). Cooperation and data exchange.

Action Plan and Budget Allocation

Using the National Intelligence and Information Stragey guidelines, the
following are the research findings related to the topic of customs intelligence
strategy. Subsequently, the themes of some of these findings were used asstrategic
objectives in the process of developing an action plan and budget allocation (see
Table 3). Revitalization of Roles and Functions The role of Customs Intelligence
needs to be expanded, not only focusing on law enforcement, but also on economic
intelligence and strategic decision-making support. The formulation of a
comprehensive customs intelligence strategy is essential to deal with the threat of
smuggling in the era of the Industrial Revolution 4.0. Implementation of this
strategy requires commitment and cooperation from all relevant stakeholders.

Table 3 Action Plan and Budget Allocation

Strategic . . Unit In .
Objectives Size Implementation Charge Timetable | Follow-up | Budget
Improvement Legal basis for Customs DGCE
of Customs | . . .| Amendment to . .
. intelligence  in Intelligence | 5 years Strategic -
Intelligence Customs Law .
. the Customs Law Section I Plan
Regulations
Preparation of
Revitalizing | Ministerial Ministerial
. Customs
the Role of Regulation on Decree and Intellicence | 1 vears DGCE i
Customs Tax Intelligence | Regulation of Sec tioi I y Annual Plan
Intelligence. | Management the Directorate
General of BC
Customs Changes in
Intelligence Perpres and Perpres and .
Organization | Permenkeu OTK | Permenkeu OTK EXC]S.G DGCE.
. . Intelligence | 2 yeras Strategic -
Restructuring | Kemenkeu and Ministry of Section Plan
DIBC Finance and
DGCE
Utilizing ) I
Advances in National Improved Inte igence State
Information | Customs CITAC Operation 1 years IT Budget
Intelligence architecture and | Support Procurement
Technology . . 2025
Platform capacity Section
Increasing Functionalization | Amendment of
4 . o TU Progress
the Capacity | of Intelligence Ministerial Subdivision 1 years Report -
and Analysts and Regulation  on P
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Strategic . . Unit In .
Objectives Size Implementation Charge Timetable | Follow-up | Budget
Capability of | Intelligence Functional
Intelligence Agents Position
Human
Resources
Kerjasama MoUs and
Intelligence | MCCs with Sub
. . . State
Cooperation | relevant national, . Directorate
. Working Group 1 years Progress Budget
and Data | regional and of Report 2025
Exchange global Intelligence P
institutions
Strategic Sub State
Cpop erathn MOU. with Working group Directorate 1 years MoU Budget
with Service | Service User of
. 2026
Users Intelligence

Organizational Design and Structure

It is recommended to restructure the customs intelligence organization by increasing
the echelon of the intelligence unit. This is expected to increase the effectiveness
and optimization of intelligence functions.
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Figure 21 DGCE Intelligence Organization Structure Design
Utilisation of Information and Communication Technology in Customs
Intelligence Analysis

Non-participant observation was conducted to observe the process
ofprocess of intelligence analysis by utilising information and communication
technology in the Customs Intelligenc Customs Intelligence environment. Two
forms oftechnology utilisation observed were the Coastal Surveillance System
(CSS) and the Customs Intelligence and Targeting Centre (CITAC).and Customs
Intelligence and Targeting Centre (CITAC). Coastal Surveillance System (CSS)
The CSS is a remote sensing system that monitors the movements of vessels in the
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territorial waters. The system integrates radar, Automatedldentification System
(AIS), and remote cameras to detect,identify and track vessel activity. How CSS
Works:
a. Arrival Plan Analysis: Inventory of vessel schedules based on manifest data.
b. Radar Monitoring: Object movement detection and vessel traffic monitoring
c. Optical Surveillance System: Confirmation of ship movement anomalies with
cameras.
d. Data Integration: Automatic analysis of data from various sensors.
e. Warning and Action: Automated warning systems and rapid response to
potential threats.
f. Geographic Information System (GIS): Spatial display of data for decision-
making.
CSS enables early detection and prevention of waterborne smuggling. Batam
Type B Customs Commission has significantly increased smuggling prosecution by
utilising CSS.

Customs Intelligence and Targeting Centre (CITAC)

CITAC is a web-based application that integrates various customs service
applications in one interface. It facilitates intelligence analysis for the identification
of smuggling and customs offences. CITAC also provides strategic intelligence data
for decision-making.The utilisation of information and communication technology,
such as CSS and CITAC, has an important role in improving the effectiveness of
intelligence analysis and law enforcement in the customs sector.

Conclusion

Based on the discussion as described above, in this case the author can draw
the following conclusions:

Smuggling in the import sector includes textile commodities, steel, narcotics,
illegal cigarettes, firearms, alcoholic beverages, and used goods. In the export
sector, the vulnerable commodities are forest products and CPO. Smuggling modes
are dominated by pure smuggling and administration. Technological developments
have given rise to digital goods smuggling that capitalises on regulatory gaps.
Smuggling is a serious threat to the country's economy and resilience.

There are gaps between the current Customs Intelligence strategy and
international standards, especially in terms of objectives, definitions of information
and intelligence, decision-making levels, types of intelligence, data sources, basic
principles, techniques and tools, cooperation, and intelligence products.

Holistic and comprehensive improvements are needed in the formulation of
Customs Intelligence strategies, especially in terms of vision, mission, regulations,
organisational structure, human resources, and infrastructure. Strengthening
Customs Intelligence is needed to optimise its role and function in facing the threat
of smuggling in the era of the Industrial Revolution 4.0.
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Recommendations

1. This research suggests the need to develop a comprehensive theory of
intelligence strategy.

2. Practically, it is recommended to strengthen counter-smuggling efforts, adjust
customs intelligence standards to international standards, and reformulate
customs intelligence strategies as part of economic intelligence with adequate
regulatory support.

References

Direktorat Jenderal Bea dan Cukai. 2023. [SIARAN PERS] Resmi Dimulai, Patroli
Laut Terpadu Bea Cukai Siap Amankan Wilayah Perairan Indonesia. 22
Maret. https://www.beacukai.go.id/berita/-siaran-pers-resmi-dimulai-
patroli-laut-terpadu-bea-cukai-siap-amankan-wilayah-perairan-
indonesia.html.

Outman , James L., dan Elisabeth M. Outman. 2003. Industrial Revolution.
Almanac. Vol. 1. Farmington Hills, MI : The Gale Group, Inc.

Kemenkominfo RI. 2019. Apa itu Industri 4.0 dan Bagaimana Indonesia
Menyongsongnya. Kementerian Komunikasi dan Informatika RI. 02 19.
Accessed 09 2023. https://www.kominfo.go.id/content/detail/16505/apa-
itu-industri-40-dan-bagaimana-indonesia-
menyongsongnya/0/sorotan_media.

Suherman, Musnaini, Hadion Wijoyo, dan Irjus Indrawan. 2020. INDUSTRY 4.0 vs
SOCIETY 5.0. Purwokerto: CV. Pena Persada.

The National Board of Trade Sweden . 2019. The Fourth Industrial Revolution:
Changing Trade as We Know It. Stockholm: The National Board of Trade
Sweden .

Schwab, Klaus. 2019. Revolusi Industri Keempat. Jakarta: PT. Gramedia Pustaka
Utama.

Yam, Jim Hoy. 2020. Manajemen Strategi: Konsep & Implementasi. Makassar: CV.
Nas Media Pustaka.

UNODC. 2004. "United Nations Convention Against Transnational Organized
Crime." United Nations Office on Drugs and Crimes. New York: United
Nations.

OECD. 2018. Illicit Trade: Converging Criminal Networks. The Organization for
Economic Cooperation and Development (OECD) .

UNODC. 2000. Protocol to Prevent, Suppress and Punish Trafficking in Persons
Especially Women and Children, supplementing the United Nations



1106 Reza Pahlevi

Convention against Transnational Organized Crime. New York: United
Nations Office on Drugs and Crimes.

US Customs and Border Protection. 2019. What Every Member of the Trade
Community Should Know About: Customs Fraud. Washington: U.S.
Customs and Border Protection.

UNCTAD. 2020. Illicit Trade Report 2019. Geneva: United Nations Conferrence
on Trade and Development.

Global Financial Integrity. 2014. lllicit Financial Flows from Developing
Countries: 2003-2012. Washington D.C.: Global Financial Integrity.

WEF. 2020. Mapping TradeTech: Trade in the Fourth Industrial Revolution. World
Economic Forum.

Nexyte. 2022. Transforming Customs Operations with Decision Intelligence.
Herzeliya, Israel: Cognyte.

WCO. 2023. Illicit Trade Report 2022. Brussel: World Customs Organization.

—. 2018. Risk Management Compendium. Brussel: World Customs Organization.

WCO. 2018. National Information and Intelligence Strategy. Brussel: World
Customs Ornanization.

Warner, Michael. 2009. "Wanted: A Definition of Intelligence." Studies in
Intelligence 49 (3).

Lowenthal, Mark. 2011. Intelligence: From Secrets to Policy. CQ Press.

Mearsheimer, J. J. 2014. The Tragedy of Great Power Politics. W. W. Norton &
Company.

Jervis, R. 1979. Perception and Misperception in International Politics. Princeton
University Press.

Betts, R. K. 2015. Enemies of Intelligence: Knowledge and Power in American
National Security. Columbia University Press.

Johnson, Loch K. 2010. Strategic Intelligence Strategic Intelligence In The Oxford
Handbook of National Security Intelligence. The Oxford Press.

Andrew, C. 2018. The Secret World: A History of Intelligence. Yale University
Press.

Hulnick, A. S. 2006. "What's Wrong with the Intelligence Cycle." Intelligence and
National Security 2 (16): 959-979.

Humphrey, A. 2005. SWOT Analysis for Management Consulting.

Bauer, H., C. Baur, D. Mohr, and J. Elfring. 2016. Industry 4.0: How Digitization
Makes The Supply Chain More Efficient, Agile, and Customer-focused.
Strategy &, PwC.

Mattern, F., C. Floerkemeier, and S. Hasler. 2019. From the Internet of Computers
to the Internet of Things. Springer.

Zhao, X., J. Liu,and Y. Li. 2019. "Digital Transformation and Smart Manufacturing
Through the Industry 4.0 Lens." International Journal of Advanced
Manufacturing Technology 102 (9-12): 2569-2586.

Kaplan, J. M. 2016. "Cybersecurity in the Fourth Industrial Revolution." The
European Financial Review 22-25.




Pakistan Journal of Criminology 1107

Porter, Michael. 1980. Competitive Strategy: Techniques for Analyzing Industries
and Competitors. The Free Press.

Mulyadi. 2007. Sistem Perencanaan dan Pengendalian Manajemen. Yogyakarta:
Salemba Empat.

Gabor, Gabriel, and Elena-Laura Ungureanu. 2014. "Military transformation.
Trends and new strategic visions." Strategic Impact no2/2014.

Patilima, Hamid. 2016. Metode Penelitian Kualitatif. Bandung: Alfabeta.

Moleong, Lexy J. 2013. Metode Penelitian Kualitatif. Bandung: PT. Remaja
Rosdakarya.

Sugiyono. 2017. Metode Penelitian Kuantitatif. Bandung: Alfabeta.

Creswel, John W. 2018. Penelitian Kualitatif dan Desain Riset. Yogyakarta:
Pustaka Belajar.

Usman, Husaini. 2008. Metodologi Penelitian Sosial. Jakarta: Aksara.

Sarosa, Samiaji. 2017. Penelitian Kualitatif Dasar-Dasar. Jakarta: PT Indeks.

Sugirman, Supono. 2019. Analisis Intelijen: Sebuah Kontemplasi. Jakarta: CSIS.

WCO. 2018. Global Information and Intelligence Strategy. Brussel: World
Customs Ortganization.

Akhgar, Babak, Simeon Yates, and Eleanor Lockley. 2013. "Introduction: Strategy
Formation in a Globalized and Networked Age—A Review of the Concept
and its Definition." In Strategic Intelligence Management: National
Security Imperatives and Information and Communications Technologies,
by Babak Akhgar, Simeon Yates and Eleanor Lockley, 1-8.

Miles, Matthew B., and Michael A. Huberman. 1994. An Expanded Sourcebook,
Qualitative Data Analysis 2nd Edition. California: Sage Publication.

Cahyono, Andrias Tulus, interview by Reza Pahlevi. 2023. Wawancara Praktisi
(December 1).

Adhi, Adhang Nugroho, interview by Reza Pahlevi. 2023. Wawancara Praktisi
(December 1).

Widodo, Agung, interview by Reza Pahlevi. 2023. Wawancara Praktisi (November

30).

Subiaksono, Sisprian, interview by Reza Pahlevi. 2023. Wawancara Praktisi
(December 22).

Firmansyah, Zaky, interview by Reza Pahlevi. 2023. Wawancara Praktisi
(November 30).

Misbakhun, Muhammad, interview by Reza Pahlevi. 2023. Wawancara Pembuat
Kebijakan (December 5).

Farobi, Muhammad Aflah, interview by Reza Pahlevi. 2024. Wawancara Pembuat
Kebijakan (Januari 23).

Rachman, Abdul. 2013. Intelijen Pabean Indonesia. Jakarta: PT. Fajar Surya Mas.

Mintzberg, Henry, Joseph Lampel, James Brian Quinn, dan Sumantra Goshal. 2003.
The Strategy Process: Concepts, Contexts, Cases. New Jersey: Pearseon
Education International.



1108 Reza Pahlevi

Gottschalk, Petter. 2010. Policing Organized Crime: Intelligence Strategy
Implementation. New York: CRC Press.

Prunckun, Hank. 2010. Handbook of Scientific Methods of Inquiry for Intelligence
Analysis. Maryland: Scarecrow Press Inc.

Siswosoemarto, Rubijanto. 2012. Intelijen Ekonomi: Teori dan Aplikasi.

USAID. 2006. Customs Intelligence: First steps in developing an intelligence
structure within the Egyptian Customs Administration. Kairo: United States
Agency for International Development (USAID).

Sukarno, Irawan. 2014. limu Intelijen. Cijayanti Sentul: STIN Press.

Zinaida, Zhyvko, and Vysotska Inna. 2021. "Smuggling As A Threat To The
Customs Security of The State.” Social & Legal Studios 149-155.

Basu, Gautam. 2021. "Combating lllicit Trade and Transnational Smuggling: Key
Challenges for Customs and Border Control Agencies." World Customs
Journal (World Customs Organization (WCO)) 8 (2): 15-25.

Al Anshori, Milyan Risydan. 2016. "Penguatan Bea Cukai Secara Kelembagaan
Dalam Menghadapi Kejahatan Transnasional." Jurnal llmiah "Dunia
Hukum" 1 (1): 45-60.

Sumaryani, Ni Made, Yusuf, and | Gede Sumertha. 2020. "Strategi Intelijen Dalam
Penguatan Sendi-sendi Pertahanan Negara (Studi Teks Arthasastra)-Ni
Made Sumaryani." urnal Peperangan Asimetris (Universitas Pertahanan
(UNHAN)) 6 (2): 117-135.

Chapa, Ricardo Trevifio. 2022. "Implementing An Innovation Strategy in WCO:
Responding To Disruptive Events." World Customs Journal 14 (2): 39-61.

E.T. Priyatni, A.W. Suryani, R. Fachrunnisa, A. Supriyanto & I. Zakaria. 2020.
Pemanfaatan Nvivo dalam Penelitian Kualitatif. Malang: LP2M
Universitas Negeri Malang.

Supriyadi, S. Anriani & E. 2022. Riset Intelijen: Penelitian, Metode, Pengumpulan
Data, Pisau Analisis, Laporan, dan Etika bagi Analis Intelijen (Cetakan
Pertama). Bandung: PT Rumah Publikasi Indonesia.

Pemerintah RI. 2006. "Undang-undang Nomor 17 Tahun 2006 Tentang Perubahan
Atas Undang-undang Nomor 10 Tahun 1995 Tentang Kepabeanan."
Lembaran Negara Republik Indonesia Tahun 2006 Nomor 93 Tambahan
Lembaran Negara Republik Indonesia Nomor 4661. Jakarta, DKI Jakarta:
Sekretariat Negara, November 15.

DIBC. 2020. “Peraturan Direktur Jenderal Bea dan Cukai Nomor 17/BC/2020
Tentang Tatalaksana Pengawasan di Bidang Kepabeanan dan Cukai.”
Perdirjen BC 17/BC/2020-Tatalaksana Pengawasan. Jakarta: Direktorat
Jenderal Bea dan Cukai, 30 December.

Kemenkeu RI. 2021. "Peraturan Menteri Keuangan Nomor 118/PMK.01/2021
tentang Organisasi dan Tata Kerja Kementerian Keuangan." PMK
118/PMK.01/2021-OTK Kemenkeu RI. Kementerian Keuangan RI.

—. 2020. "Peraturan Menteri Keuangan Nomor 188/PMK.010/2016 jo. Peraturan
Menteri Keuangan Nomor 183/PMK.010/2020 tentang Organisasi dan Tata




Pakistan Journal of Criminology 1109

Kerja Instansi Vertikal Direktorat Jenderal Bea dan Cukai," PMK
188/PMK.01/2016 jo. 183/PMK.01/2020-OTK Instansi Vertikal DJBC.
Kementerian Keuangan RI.

Winata, interview by Reza Pahlevi. 2024. Wawancara Akademisi (January 29).

Kuswandono, Agung, interview by Reza Pahlevi. 2024. Wawancara Pakar
Kepabeanan dan Cukai (January 30).

Kusdiarto, Samuel H., interview by Reza Pahlevi. 2024. Wawancara Pakar
Intelijen (January 24).

Tjahjadi, R. Fadjar Donny, interview by Reza Pahlevi. 2024. Wawancara Pembuat
Kebijakan (January 29).

Gallien, Max, and Florian Weigand. 2002. The Routledge Handbook of Smuggling.
New York: Taylor & Francis Group.

Sukinto, Yudi Wibowo. 2013. Tindak Pidana Penyelundupan di Indonesia:
Kebijakan Formulasi Sanksi Pidana. Jakarta: Sinar Grafika.

Cooper, Richard N. 1974. "Tariffs and Smugling in Indonesia." In lllegal
Transactions in International Trade-Theory and Measurement, by Jagdish
N. Bhagwati, 183-185. Oxford: North Holland Publishing Company.

Thachuk, Kimberley L. 2007. Transnational Threats: Smuggling and Trafficking in
Arms, Drugs, and Human Life. London: Praeger Security International.

Hanita, Margaretha. 2019. Pemikiran-Pemikiran Stratejik Intelijen. Jakarta: Ul
Publishing.

DJBC. 2014. "Keputusan Direktur Jenderal Bea dan Cukai Nomor 105/BC/2014
tentang Visi, Misi dan Fungsi Utama Direktorat Jenderal Bea dan Cukai."
Kep Dirjen BC No. 105/BC/2014. Jakarta: Dirrektorat Jenderal Bea dan
Cukai.

—. 2014. "Rencana Strategis DJBC 2015-2019." Renstra DJBC 2014-20109.
Jakarta: Direktorat Jenderal Bea dan CUKai.

Rahadi, Dedi Rianto. 2020. Konsep Penelitian Kualitatif Plus Tutorial NVivo.
Bogor: PT. Filda Fikrindo.

Chandarana, P., and M. Vijayalakshmi. 2015. "Big Data Analytics Frameworks."
International Conference on Circuits, Systems, Communication and
Information Technology Applications (CSCITA). Mumbai.

Kruger, J-P , and René Pellissier. 2011. "A STUDY OF STRATEGIC
INTELLIGENCE AS A STRATEGIC MANAGEMENT TOOL IN THE
LONG-TERM INSURANCE INDUSTRY IN SOUTH AFRICA."
European Business Review.

Runturambi, Arthur Josias Simon , and Samuel H. Kudiarto. 2021. "Intelijen
Strategis Pada Unit Intelijen Direktorat Jenderal Bea Dan Cukai (DJBC)."
Jurnal Ketahanan Nasional (Lembaga Ketahanan Nasional) 11 (1): 58-71.

Kurniawan, A. 2016. "Belt and Road Initiative: A New Era of China's Global
Engagement.”" Journal of Contemporary Asia 46 (4): 673-694.




